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Abstract of the contribution: This contribution provides additional details on threats, assets, and requirements on  MME User Identities.
1 Introduction  
This contribution provides additional details on threats, assets, and requirements on MME User Identities
Identities of mobile network subscribers are critical for user privacy. Leakage of these user’s identities can lead to serious attacks, e.g., tracing of a user. Protection of user’s identities is also requirement from regulators. 
There may be use cases where an operator provides live production data to the vendor for debugging, tracing or other related maintence or trouble-shooting purposes. The data will likely contain subscriber identity information. This type of data should only be accessible to authorized trouble-shooting personnel. Even so, the identity information provided in the data still should be anonymized.
2 Proposal

It is proposed to include the analysis below to TR 33.806.

3 pCR 

***
BEGIN CHANGES
***
5.4.2.7 Privacy threats of User identities
-    Threat Name: Privacy Threats of User identities

-    Threat Reference: to be done later
-
Threat Category: Information Disclosure
-
Threatened Asset: Mobility Management data (e.g. UE identities)
-
Threat Description: Data containing identities of mobile network subscribers are critical for user privacy. Leakage of these user’s identities can lead to loss of privacy, e.g., tracing of a user. Protection of user’s identities is also requirement from regulators.
-   Threat relevance: Mitigate
      Note: it is detailed threat and can be mapped to the security objectives: PRIVACY. 
***
NEXT CHANGES
***
6.8 Rx Requirements of User identities 
-
Requirement name: Protection of User Identities 
-
Requirement reference: Mobility Management Data
-
Requirement Description: 
1)
RX-1: The user identities stored in MME include IMSI, IMEI, MSISDN, IP address of UE. These user identities shall be protected when they are stored, transferred and processed in the MME.
2)
RX-2: When mobility Management data containing user identities are for operating/maintenance analysis, the included user identities shall be anonymized to the vendor maintenance pensonnel.
           -    Security Objective references: PRIVACY.
-
Test case: To be added
-
Requirement evidences: A document in free form describing: the data protection method used to protect the user identities.
Note:  these are detailed requirements. 
***
END OF CHANGES
***
