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Abstract of the contribution:
The intended privacy work is different to the usual security work, as SID outlines the intention to apply a privacy guideline model to other specifications and future topics. Therefore we propose a communication model to be able to apply the privacy principles to a wide range of cellular topologies. The approach is similar to the one taken in RFC 6973 (Privacy Considerations for Internet Protocols).
Introduction

In a mobile network many nodes are involved. Those nodes might be under operator control, user control, service provider control or under the control of a third party e.g. due to outsourcing. Confidentiality end-points vary depending on the used protocols. Intermediate nodes between two protocol entities may act as proxies. The intermediate nodes may have the possibility to gain knowledge of some layers of the data. They may also generate new data, e.g. for charging or other purposes, and send this secondary information then to a node, which is not part of the original protocol. Depending on the layers also different entities can be involved, e.g., for an app that sends a GPS data to an application server the privacy relationship is between user device and application server. Thus, it is their responsibility to take care of the confidentiality, e.g. of the location information.
In a privacy relevant communication model those variants have to be properly reflected. 
Pseudo-Change Request

4
Communication Model

Cellular communication architectures are quite complex. To be able to investigate them with respect to privacy we focus on protocol entities. 

A communication is initiated by an initiator. This initiator might be a user or acting on behalf of the user. In most cases the protocol initiator resides in the terminal, but there are also different cases where some communication protocol is not triggered by the terminal (e.g. SMS, broadcast).

The communication is directed from the communication initiator towards a recipient. There might be a single or a multitude of recipients. 
The communication consists usually out of several layers of protocols. Those protocols may traverse through different intermediate nodes and have different end-points. Some protocol layers may contain personal information; some will not contain personal information and therefore might not be considered further in a privacy analysis. 
A communication often consists out of a set of messages that go forth between a recipient and an initiator. The communication paths and therefore the intermediary nodes might not be the same for all messages of one communication. 
The communication may traverse organizational boundaries (e.g. roaming). 
Editor’s Note: It is ffs whether organization as referred above is only the operator or refers also to other types of organizations.
Privacy considerations should cover its whole lifetime in the communication system. A privacy analysis may investigate threats where the assumption is that parts of the communication system are compromised. This compromise might be investigated on protocol interface level, node level, or organizational level. This kind of approach is taken, since those represent typical attack points to obtain personal information (interface attack, virus infection, insider attack).
Editor’s Note: Data at rest under operator control needs to be taken care by the model.
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