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Abstract of the contribution:

This submission proposes that solution #3.1 is added to the ProSe TS.

This submission proposes that solution #3.1 is added to the ProSe TS.
The first change adds necessary references. The second change adds the IDENTITY solution to the ProSe TS. Specifically, it adds the following sections:
· Section 6.3.1.2 is added as Section 6.Z.4.3 in the TS. Only those sections that necessary to perform group communications are included.

· Section 6.3.1.3.1 is added as Section 6.Z.4.2 with minor alterations to reflect the removal of ad-hoc groups.
· Section 6.3.1.3.2 is added as Section 6.Z.4.4.

· Section 6.3.1.3.3 is added as Section 6.Z.4.5.

· Section 6.3.1.3.5 is added as Section 6.Z.4.1. The text is updated as reflected in S3-140836.
Details of ad-hoc group communications (Section 6.3.1.3.4) are not included as these are designed to fulfil requirements, such as out-of-the-box communications and network independent group management, which are now de-prioritorized for Rel-12.

Minor alterations to the text are made throughout to ensure that normative language is used.

It is proposed that SA3 accept the pCR for inclusion in the TS. 

Proposed pCR
************** FIRST CHANGE TO PROSE TS**************

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[aa]
3GPP TS 23.303: "Proximity based Services; Stage 2".

[dd]
3GPP TS 33.222: "Generic Authentication Architecture (GAA); Access to network application functions using Hypertext Transfer Protocol over Transport Layer Security (HTTPS)". 

[ee]
3GPP TS 33.223: "Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA) Push function".

[ff]
3GPP TS 33.220: "Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA)".
[gg]
3GPP TS 33.401: "3GPP System Architecture Evolution (SAE); Security architecture".

[hh]
IETF RFC 3550:  "RTP: A Transport Protocol for Real-Time Applications".
[ii]
IETF RFC 3711: "The Secure Real-time Transport Protocol (SRTP)".
[jj]
IETF RFC 6509: "MIKEY-SAKKE: Sakai-Kasahara Key Encryption in Multimedia Internet KEYing (MIKEY)".
[kk]
IETF RFC 3830: "MIKEY: Multimedia Internet KEYing".
[mm]
IETF RFC 6507: "Elliptic Curve-Based Certificateless Signatures for Identity-Based Encryption (ECCSI)".
************** END OF FIRST CHANGE TO PROSE TS**************

************** SECOND CHANGE TO PROSE TS**************

6.Z.4
Solution description for media security of one-to-many communications
6.Z.4.1
Media stream protection

The following mechanism shall be used to protect one-to-many communications which use the Real-Time Transport Protocol (RTP) or the RTP Control Protocol (RTCP), cf. RFC 3550 [hh].

The integrity and confidentiality protection for one-to-many communications using RTP shall be achieved by using the Secure Real-Time Transport Protocol (SRTP),RFC 3711 [ii]. The integrity and confidentiality protection for one-to-many communications using RTCP shall be achieved by using the Secure RTCP protocol (SRTCP), RFC 3711 [ii].

The key management mechanism for SRTP and SRTCP is described in the rest of Section 6.Z.4. As a result of this mechanism, the group members will have shared a GSK as part of the session setup procedure. The GSK shall be the SRTP master key. The session may only last for a single transmission, or may be maintained for a period to allow many members of the group to efficiently communicate. If late-entry to the media session is required, the transmitted SDP offer, described in Section 6.Z.4.5, may be periodically resent (e,g. every 5 seconds within a SIP REFER).

6.Z.4.2
Overview of key management solution

The architecture for providing media security for one-to-many communications within groups is shown in Figure 6.Z.4.2-1.
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Figure 6.Z.4.2-1: Security architecture for media security of one-to-many Group Communications
Figure 6.Z.4.2-1 describes the security architecture to distribute keying material for one-to-many group communications. The architecture provides a media-plane solution to distribute group keys and secure group communications. 
At the top of the diagram, a public safety UE is provisioned by a KMS with key material associated with its identity. If required, GBA is used to bootstrap the security of the connection between the UE and the KMS. The KMS also provisions the Group Manager with keying material for the identity of groups which it manages. This process is described in Section 6.Z.4.3.
The Group Manager distributes Group Master Keys (GMKs) to UEs within the group. The GMK is encrypted to the identity associated with the receiving UE and signed with the identity of the group. This process is described in Section 6.Z.4.4. 
Once a Group Master Key has been distributed within the group, UEs are able to setup group communications. The initiating UE generates, encrypts and transmits a Group Session Key (GSK) to group members. This transmission is encrypted using the GMK and may be authenticated, allowing the origin of the transmission to be verified. The distribution process may also be performed over a direct transmission. This process is described in Section 6.Z.4.5.

The Group Session Key is used as the SRTP master key to provide media security of the one-to-many communication, as described in Section 6.Z.4.1. 
6.Z.4.3
UE provisioning by KMS
6.Z.4.3.1
General

Prior to group security configuration, each public safety UE shall be provisioned with keys corresponding to identity associated with the public safety UE, along with domain specific information such as KMS’s public certificate. 

To complete this procedure, the UE shall request to be provisioned by the KMS, and as part of this process, the KMS shall securely verify the identity of the UE. The KMS shall respond with domain information and key material appropriate to the request and according to local policies.

6.Z.4.3.2
Pre-Provisioning

Prior to provisioning, the public safety UE shall be provided with the address (e.g. URL) of the KMS. 

Public-safety UEs may also be pre-provisioned with additional security parameters where required. For some user groups the UE may be entirely pre-provisioned prior to deployment.

6.Z.4.3.3
UE to KMS connection security

To be provisioned, the public safety UE must establish a secure connection to the KMS. The GBA bootstrapping procedure shall be used to establish a TLS-PSK connection between the UE and KMS unless a suitable security association already exists. A security association may already exist due due to a previous GBA connection, a secure IMS tunnel or due to pre-provisioned keys or certificates. 

Where GBA is used, the KMS acts as a NAF and directs the UE to perform a GBA bootstrapping procedure as described in TS 33.220 [ff] and depicted in Figure 6.Z.4.3.3-1. To achieve this, a BSF and the UE’s HSS is used. As a result of this procedure, the KMS knows the identity of the UE and a shared key, Ks, is established between the KMS and UE. This is used to establish a TLS-PSK connection.
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Figure 6.Z.4.3.3-1: Bootstrap architecture for KMS Provisioning

Should the KMS require keys to be updated outside of the normal schedule, a GBA push procedure may be started by the KMS to establish a connection between the KMS and the UE for key transfer.

6.Z.4.3.4

Provisioning Request

This procedure registers a public safety UE within a specific domain. The public safety UE shall send a provisioning requests to the KMS. Upon successful request, the KMS shall return indication of success and provisioning material. 

It is assumed that this requests is made and responded to over an established secure connection as described in Section 6.Z.4.3.3. Figure 6.Z.4.3.4-1 describes the procedure.


[image: image3]
Figure 6.Z.4.3.4-1: KMS Provisioning Process
The provisioning shown in Figure 6.Z.4.3.4-1 is as follows:

1. The public safety UE shall send a provisioning request to the KMS. 

2. The KMS shall check that the request is valid and shall ensure the public safety UE’s identity is verified and apply the domain policy on assigning user identities to the UE. 

3. After successful processing, the KMS returns a provisioning response to the public safety UE. The KMS populates the response with all information required to provision the UE. The contents of response may be signed by the KMS. The response will include key material corresponding to the user identity associated with UE. It may also include information relating to KMS domains, cross-domain communications and groups.
6.Z.4.4
 Provisioning of the group master key
6.Z.4.4.1
General

To create the group’s security association, a Group Master Key (GMK) is distributed to public safety UEs in a group notification message. The Group Manager generates and distributes the group notification message via a Local Group Server and a Serving Signalling Server. 

The role of the Group Manager is to manage the security context for a (set of) specific groups. The Local Group Server manages group communications with local group public safety UEs.The Serving Signalling server manages the routing of messages to public safety UEs. For one-to-many group communications, the Serving Signalling Server, Local Group Server and Group Manager should be viewed as functions provided by the ProSe function. 

Security associations are setup using group notification messages generated by the Group Manager. Group notification messages notify public safety UEs of the existence of the group and also provide the GMK encrypted for the public safety UE.


[image: image4.emf] 

UE  

G roup Manager   

  Group  Management Function  

Group  Master  Key Distribution   

Group  Access   Function    

GMK   generation  

GMK   message  g eneration  

GMK   message  decryption  

GMK    

M IKEY   GMK   delivery    (protected to UE U ID )  

G roup U ID Key  

UE U ID  

Sign   Encrypt  

UE UID   Key  


Figure 6.Z.4.4.1-1: Overview of  Group Security Configuration
The security processes are summarised in Figure 6.Z.4.4.1-1. The GMK is encrypted to the user identity associated to the public safety UE and signed using the (key associated with the) identity of the group, an identity which the group manager is authorised to use by the KMS. Key distribution is confidentiality protected, authenticated and integrity protected via this mechanism.

6.Z.4.4.2
Security Procedures for GMK provisioning 
This procedure distributes a Group Master Key (GMK) from the group manager to the public safety UEs within the group. 

Figure 6.Z.4.4.2-1 shows the security procedures for creating a security association for a  group.
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Figure 6.Z.4.4.2-1: Security Configuration for  Groups
A description of the procedures depicted in Figure 6.Z.4.4.2-1 follows:
1. Prior to beginning this procedure the public safety UEs shall be provisioned by a KMS as described in Section 6.Z.4.3. The group manager shall also be securely provisioned by the KMS to use the identities of the group(s) that it manages.

2. The public safety UE shall register with a serving signalling server to use communication services. As part of this mechanism the public safety UE shall register with a group server and group manager. 
NOTE: As a consequence of registration, the group server obtains address information for public safety UEs. 

3. The group manager shall send a notification message to public safety UEs within the group. The message shall be routed to the local group manager. The notification message shall contain a MIKEY-SAKKE I_MESSAGE as specified in RFC 6509 [jj] and shall encapsulate a GMK for the group. The I_MESSAGE shall be encrypted to the user identity associated to the public safety UE and shall be signed using the (key associated with the) group identity. The message should also provide the GMK key id and period of use for the GMK.

NOTE: Only a Group Manager authorised by a trusted KMS knows the private key associated with the group identity and is able to sign a message. All group members are able to verify the signature and hence can confirm the group manager is authorised to manage this group.

NOTE: If there is a requirement to multicast the group notification message, the group manager should send the group notification message to a URI-List, and should include a different I_MESSAGE for each UE. 

4. The local group server shall forward the group notification message to the user’s serving signalling server.

5. The serving signalling server shall forward the message to the public safety UE. The UE shall verify the group identity and signature of the I_MESSAGE are acceptable. If so, the UE shall extract the GMK from the I_MESSAGE. The UE shall use the last received GMK as the current group key based on the timestamp in the I_MESSAGE.
6. Upon successful receipt and processing, the public safety UE shall confirm receipt of the group notification message to its serving signalling server. The confirmation contains no security information.

7. The serving signalling server shall forward the confirmation to the local group server.

8. The local group server shall forward the confirmation to the group manager.

If rekeying or revocation of the GMK is required, the Group manager may repeat the above procedure. 

6.Z.4.5
GSK distribution for group media security
6.Z.4.5.1
General

Group communications within a session are protected using a Group Session Key (GSK). Hence, prior to beginning a communication, a session key is generated by the initiating UE and shared with the group members. For groups, the Group Master Key (GMK) is used to protect the distribution of the GSK. The GSK may also be signed using the identity associated with initiator’s UE.
This process is summarised in Figure 6.Z.4.5.1-1.
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Figure 6.Z.4.5.1-1: Overview of Session Key Distribution for  Groups
6.Z.4.5.2
Security procedures for GSK distribution (network independent)
The SDP Offer is broadcast by the initiating UE and no response is expected. The SDP Offer contains the Group Session Key (GSK) protected by the Group Master Key (GMK). Following the broadcast of the SDP Offer, the media is broadcast over the one-to-many direct link, protected under the GSK.

Figure 6.Z.4.5.2-1 describes the procedure. As there are no responses or acknowledgements, this procedure must proceed on a ‘best-endeavour’ basis. 
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Figure 6.Z.4.5.2-1: Security Procedures for Session Key Distribution for  Groups (network independent)
The procedure in Figure 6.Z.4.5.2-1 is now described step-by-step. 

1. Prior to beginning this procedure the security association for the group shall be created, as described in Section 6.Z.4.4.

2. The initiating public safety UE shall generate a GSK and shall broadcasts a ‘media session creation message’ containing an SDP Offer. Within the SDP Offer, the initiating UE shall include a MIKEY Pre-Shared-Key message, as specified in RFC 3830 [kk]. The MIKEY PSK message shall encapsulate the session key with the Group Master Key (GMK) and shall be denoted by a key identifier. The MIKEY message may be signed using the (key associated with the) identity of UE 1 by attaching a ECCSI SIGN payload, as defined in RFC 6509 [jj] and RFC 6507 [mm].
NOTE: This message may be pre-generated to increase the efficiency of the communication.

3. The receiving UE(s) may check the signature on the MIKEY PSK message if it exists. If checked, the message shall be rejected if the signature is incorrect or the signing identity unacceptable. The receiving UE shall use the key identifier to find the GMK used by the initiating UE and use this to extract the Group Session Key. Further messages may be sent by the initiating UE to setup the one-to-many broadcast media session, but these contain no security information.
As a result of this procedure, the initiating UE has shared a Group Session Key (GSK) for protecting the media stream.
6.Z.4.5.3
Security procedures for GSK distribution (network connected)
NOTE: Clause 6.Z.4.5.3 is intended to show an example of how the SDP offer could be sent via network while the encrypted data is sent directly between UEs. The clause is not proposing an architecture for standardization.
From a security perspective, this procedure follows exactly the same security mechanism as for network connected group communications described in Section 6.Z.4.5.2, though the routing differs. In this case, these procedures assume the existence of a Group Controller and signalling is routed via the network. The Group Controller is aware of which UEs are members of the group and is also responsible for routing signalling and media traffic to the members of the group. The Group Controller need not be a member of the group or have access to the media that it routes. If this entity requires access to the group communication to fulfil its function, it should be treated as a member of the group and be provisioned with the Group Master Key by the group manager. For one-to-many group communications, the Group Controller, Serving Signalling Server and Local Group Server should be viewed as a functions provided by the ProSe function.
Figure 6.Z.4.5.3-1 demonstrates the signalling flow for session key distribution.
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Figure 6.Z.4.5.3-1: Security Procedures for GSK Distribution for Groups (network connected)

The procedure in Figure 6.Z.4.5.3-1 is now described step-by-step:

1. Prior to beginning this procedure a security association for a group shall be created, as described in Section 6.Z.4.4.

2. The initiating UE shall generate a GSK and send a session creation notification (e.g. SIP INVITE) to the group controller, via the serving signalling server and local group server. Within the SDP Offer of this message, the initiating UE shall include a MIKEY Pre-Shared-Key message, as specified in RFC 3830 [kk]. The MIKEY-PSK message shall encapsulate the session key with the Group Master Key (GMK) which shall be denoted by a key identifier. The MIKEY message may be signed using the (key associated with the) identity of the initiating UE by attaching a ECCSI SIGN payload, as defined in RFC 6509 [jj] and RFC 6507 [mm].
NOTE: This message may be pre-generated to increase the efficiency of the communication.

3. The group controller shall notify the initiating UE that it received the message (e.g. SIP TRY). This message does not contain any security information.
4. The group controller shall send a session creation notification (e.g. SIP INVITE) to each public safety UE within the group, via each UE’s local group server and signalling server. The SDP Offer of the message provided by the initiating UE shall be duplicated within each message, including the MIKEY-PSK content. The message shall be routed via each public safety UE’s local group server and serving signalling server.

5. The receiving UE(s) may check the signature on the MIKEY PSK message if it exists. If checked, the message shall be rejected if the signature is incorrect or the signing identity unacceptable. The receiving UE shall use the key identifier to find the GMK used by the initiating UE and use this to extract the Group Session Key. The receiving UE(s) shall notify the group controller that the session creation message was received. This message does not contain any security information.

6. Further messages may be sent to setup the group session. These messages contain no security information.

As a result of this procedure, the initiating UE has shared a Group Session Key (GSK) for protecting the media stream.
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