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Abstract of the contribution:
1
Introduction

In ProSe services, the One-to-many Prose direct communication is one of the important potential scenarios. Therefore, this contribution suggests common security requirments for One-to-many Prose direct communication. 
2 
Proposal
The following text is proposed for inclusion in the TS 33.303 to support security requirement to protect One-to-many Proximity based Services direct communication. 
3
PCR 

*** 1st Change ***
6.x
Security for One-to-many ProSe direct communication 
6.x.1
Overview of One-to-many ProSe direct communication 
The One-to-many ProSe direct communication consists of the following procedures based on TS 23.303[2]. 
1. One-to-many ProSe Direct communication transmission
2. One-to-many ProSe Direct communication reception 


The functionality in this clause may only be supported by ProSe-enabled Public Safety UEs.
Security for one-to-many ProSe direct communication consists of  bearer  level security mechanism (specified in subclause 6.x.3) and media plane security mechanism (specified in subclause 6.x.4).
6.x.2
Security requirements


 



The requirements in clause 5.3.2 apply for the signalling between the UE and ProSe Function.

For the distribution of the keys, the following requirements apply:

The shared keys and session keys shall be protected in integrity and confidentiality during their distribution.
Editor’s Note: The type of keys to be protected is FFS. 
Only authorized ProSe-enabled UEs shall receive the shared keys. 

It should be possible for the UE to authenticate the network entity distributing the shared keys or the group member distributing the session keys.

Editor’s Note: Expired keys may need to be kept.

It should be possible for the UE to store shared keys for past and future cryptoperiods.

The mechanism for distributing session keys should support late entry to group communications.
Authorized Prose-enable UEs shall securely store the shared keys.
For the protection of the data transmission between the UEs, the following requirements apply

The system shall support providing the Public Safety ProSe-enabled UEs with the all the necessary keying material and chosen algorithms that will be used protect the data sent between the Public Safety ProSe-enabled UE(s). This material shall be provided without requiring signalling between the Public Safety ProSe-enabled UEs.

Confidentiality of one-to-many communications should be supported. Its use would be a configuration option related to network operations and should hence be under control of the network operator.

Integrity protection of one-to-many communications shall be supported for media plane security mechanism. 
Security mechanisms must scale effectively to large groups, and be compatible with rapid setup of group communications.

