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1 Introduction
In current TR33.806, when it talks about interface, it only involves logical interface. However, the attacker can not only attack logical interface but also physical interface. So it suggests not to only emphasize logical interface in the texts. 

In attacker strength, it said that “Eavesdropping, modification and injection of data on links: It is assumed that the attacker cannot break well established security protocols in their latest versions, such as TLS or IPsec.” Here, the description of “the latest version” is very unclear. It should point out which version of security protocols is for the current release because for product, there are many detailed difference version implementation for one release. 
The current attacker model seems not to be completed. It is expected the following clauses need to be revised according to the threat analysis and security requirements. Other capalities and strength need to be considered. An editor’s note is added to the section. 
2 Proposal
It is kindly proposed to add the following PCR into the TR33.806.
***********************************Start the First Change****************************************
5.3.5
MME network product attacker model definition

5.3.5.1
Introduction

NOTE: The present clause 5.3.5 contains the definition of the attacker model, written in such a way that it can directly be lifted over to the final MME NP SCAS. The analysis parts in the other subclauses of clause 5.3 can be left in the present TR to provide a rationale. This note does not need to be carried over to the TS.
The attacker used in the MME SCAS is characterized by the capabilities he or she possesses and with which power the attacker can exert these capabilities. This implies that it is not necessary to make a distinction between an insider or outsider attacker. For example, an attacker with access to the local logical OAM interface is able to attempt to access the OAM function. Another example is an attacker that has the capability to access the local OAM interface, and also has the capability to obtain login credentials to the OAM function. Both these attackers can be considered insider attackers, but they have very different powers. By modelling the attacker based on the capabilities he or she possesses, it is clear what the attacker is expected to be able to accomplish. Only distinguishing attackers based on them being insiders or outsiders is too coarse grained to express the threats.
The attacker model is by its nature an abstract model. It does hence not include capabilities related to specific interfaces or specific assets. Instead, the attacker model describes abstract capabilities which can be used to model the concrete cases necessary.
5.3.5.2
Attacker capabilities

Remote access: It is assumed that the only way an attacker can have remote access to the critical assets of the MME network product is via the remoteinterfaces defined by the MME network product model. The attacker cannot create any additional remoteinterfaces at any time before, during, or after deployment.
Local access:  It is assumed that the only way an attacker can have local access to the critical assets of the MME network product is via the localinterfaces defined by the MME network product model. The attacker cannot create any additional localinterfaces at any time before, during, or after deployment.

NOTE: Tampering with the MME network product during the development or deployment process is assumed to be covered by the NESAG work [X].

Access to credentials: Preventive measures against attacks where the attacker has legitimate access to login credentials are out of scope for the SCAS, but measures to detect or deter such attacks are in scope. If, however, the credentials are well-known defaults, fixed, or generated without using random or secret values (e.g. just by hashing the product serial number) that may be e.g. listed in product documentation, or documentation of parts of the product (like used open-source components) then it is assumed that the attacker has access to them, and preventive measures against these attacks are in scope for the SCAS.
5.3.5.3
Attacker strength

The attacker strength defines the assumptions made about the power, duration etc. with which the attacker can enforce its capabilities.
Computational power: The attacker is assumed to not being able to brute force a 112-bit search space in an offline effort. According to the recommendations from ECRYPT, NIST et. al. collected at www.keylength.com (accessed 2014-03-16), this provides a suitable choice until year 2030.

Eavesdropping, modification and injection of data on links: It is assumed that the attacker cannot break well established security protocols, such as TLS or IPsec. It is in particular assumed that the attacker cannot eavesdrop, modify or inject data on links where NDS/IP is applied. This assumption does not rule out that the attacker can exploit vulnerabilities in implementations of established security protocols, or implementation faults like incorrect certificate validation, or misconfigurations like allowing a weak encryption algorithm.
Remote access time window: The attacker is assumed to have unlimited time to access the MME network product via remote interfaces..
Editor's note: it is FFS whether unlimited time is too generous to the attacker.
Local access time window: The attacker is assumed to have limited time to access the MME network product via local interfaces. For example, the attacker is assumed to be detected, e.g., by security personnel or other working staff before being able to physically open up the MME NP and extracting sensitive data from the circuit boards. This does not prevent that security functional requirements are added to fulfil security policies, e.g., that an alarm goes off if the MME NP is tampered with.
NOTE: The assumption of "limited time" needs further interpretation, which is done on a case-by-case basis in the context of threats and requirements.
*********************************End of the First change****************************************

