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The companion contribution in S3-140885 explained the possible role of objectives in the context of the MME SCAS and provided an initial list of objectives for the MME SCAS. The present contribution implements the initial list of objectives as a pCR to 33.806 using the template from TR 33.916, clause 5.2.2.3, with two additional items, ‘Security Objective Name’ and ‘Interdependence with other objectives’. 

The threat references, and potentially the Security Objective Descriptions, should be updated, during or after the meeting, according to the contributions on threats and requirements accepted at SA3#75. A hint as to what threats and requirements could be of interested, the companion contribution in S3-140885 lists threats from contributions postponed from SA3#74-bis. 
______________________________________________________________________________________
1. pCR
5.5
Security objectives

Editor's note: As specified by TR 33.805, clause 5.2.2.4.2.2, this subclause lists all security objectives derived from the threats. Each objective shall be given a unique identifier for later reference from the requirements and shall point to the threats it addresses. 
5.5.1 
Objectives relating to 3GPP-defined interfaces

The security objectives relating to 3GPP-defined interfaces, cf. clause 4.2.1, may have been sufficiently covered, explicitly or implicitly, in the course of the work on 3GPP security specifications. Such objectives are therefore not considered here separately as there is no need to repeat this work. 

When threats relating to 3GPP-defined MME interfaces are found that are not sufficiently covered in existing 3GPP security specifications they need to be addressed in the present SCAS. Generic objectives, e.g. objectives relating to protocol robustness, that also apply to 3GPP-defined interfaces are covered in section 5.4.2.

5.5.2 
Other Objectives
Editor’s Note: The initial list of objectives suggested here is meant as a starting point that may be updated as the study of threats is evolving. Here, in the description part of an objective only key words or short texts are given. These may be later replaced with more elaborate prose text as appropriate. This more elaborate prose text could then also state in some detail wherein exactly the interdependence with other objectives lies. The ordering of the objectives is also ffs. 
Editor’s Note: It is ffs whether this grouping of objectives is suitable. 
Editor’s Note: The “Threat References” refer to clauses in the latest version of TR 33.806, v0.2.1 (in S3-140616). They have to be updated according to the agreements during SA3#75 and the following meetings. 
Editor’s Note: It is ffs whether listing the interdependencies among objectives would be useful.
5.5.2.1 
PROTECTED COMMUNICATIONS

Security Objective Name: PROTECTED COMMUNICATIONS
Security Objective Reference: tba
Security Objective Description: This objective applies to all interfaces according to the MME network product model. It requires the communication on these interfaces to be protected from impersonation, eavesdropping and unauthorised modification of data. 
Threat References: threats in clauses 5.4.1, 5.4.2.5 of 33.806. 


5.5.2.2 
SECURE STORAGE

Security Objective Name: SECURE STORAGE
Security Objective Reference: tba
Security Objective Description: Sensitive information to be stored securely includes admin passwords, transient subscriber keys, subscriber data such as user identities. The form of protection needs to take into account the nature of the stored data: permanent data such as admin passwords shall not be stored in cleartext, while transient data shall be protected in such a way that they cannot be read out over local or remote interfaces. 
Threat References: threats in clauses 5.4.2.3, 5.4.2.6, 5.4.2.7 of 33.806. 

5.5.2.3 
SECURE MME ADMINISTRATION

Security Objective Name: SECURE MME ADMINISTRATION
Security Objective Reference: tba
Security Objective Description: Protection of local and remote management interfaces; authentication and access control for administrators, consistent security policy for access to data and code, including user account and credential management, access privileges depending on user role, restrictions on remote log-in. 
Threat References: threats in clauses 5.4.2.4, 5.4.2.5, 5.4.2.6 of 33.806.  


5.5.2.4 
SOFTWARE INTEGRITY

Security Objective Name: SOFTWARE INTEGRITY
Security Objective Reference: tba
Security Objective Description: verifiable SW installation and updates, execution only by authorised personnel, detection of unauthorised SW, correct handling of failed SW integrity checks, secure boot with restrictions on booting from external devices, controlled feature enabling. 
Threat References: threats in clauses 5.4.2.2 of 33.806.  

5.5.2.5 
SYSTEM MONITORING

Security Objective Name: SYSTEM MONITORING
Security Objective Reference: tba
Security Objective Description: audit, logging, rights for accessing logs, prevention of tampering with logs, secure management of logs. 
Threat References: threats in clauses 5.4.2.4 of 33.806.   

5.5.2.6 
PRIVACY

Security Objective Name: PRIVACY
Security Objective Reference: tba
Security Objective Description: access to privacy-sensitive data (e.g. user identities), code, is restricted to authorised personnel. 
Threat References: threats in clauses 5.4.2.7 of 33.806. 


5.5.2.7 
PROTECTION FROM RESOURCE EXHAUSTION

Security Objective Name: PROTECTION FROM RESOURCE EXHAUSTION
Security Objective Reference: tba
Security Objective Description: overload control on NAS signalling. 
Threat References: threats in clauses 5.4.2.1 of 33.806. 


5.5.2.8 
HARDENING

Security Objective Name: HARDENING
Security Objective Reference: tba
Security Objective Description: Reduce the attack surface, disable ports not needed (e.g. test ports), ensure that security functions of the network product cannot be bypassed . 
Threat References: threats in clauses xxx of 33.806 (none so far).  


5.5.2.9 
PROTECTION FROM BASIC VULNERABILITIES

Security Objective Name: PROTECTION FROM BASIC VULNERABILITIES
Security Objective Reference: tba
Security Objective Description: Ensure that known basic vulnerabilities cannot be exploited against the network product and discovered vulnerabilities are remediated. The preferred means of ensuring this is defining appropriate rules for tests conducted by running automated (FOSS) and Commercial off-the-shelf (COTS) security testing tools against the external interfaces, e.g. for fuzz testing or port scanning. 
Threat References: threats in clauses xxx of 33.806 (none so far). 


