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Abstract of the contribution: Solve the EN in X.2.4.3 and update the description on negotiation of security algorithms.
1. Analysis
There are several ENs in X.2.4.3. This document tries to solve these ENs.
Editor's Note: S3-140211 contains the following relevant agreements:
- Agreed that S3-140118 shall be the working assumption for the algorithm negotiation. Additional optimizations may be made, for example, the MeNB may learn which algorithms the SeNB are selecting and may make the selection itself when it knows what the SeNB supports. The MeNB may also be configured with the algorithms supported by the SeNB and make the selection based on this.
The preferred algorithm negotiation in S3-140118 has been included in X.2.4.3. The additional optimizations of the solution could also be described in this section.
 If MeNB knows what the SeNB supports and the algorithm priority list, the MeNB may select the encryption algorithm for SeNB.Then SeNB will not indicate AS encryption algorithm to MeNB in the X2 SCG Addition/ Modification Request message. MeNB locally decides whether to include indication to the UE during the RRCConnectionReconfi-guration procedure that establishes the SCG DRBs in the UE.
Editor's Note:
The names of the SeNB Addition/Modification Request, SeNB Addition/Modification Command and RRC-RECONFIGURATION messages need to be aligned with the RAN2 and RAN3 specifications when they are stable.
SeNB Addition/Modification procedure has been defined by RAN2 (LS R2-140934). SA3 should update the corresponding description in the section.

1. Proposal
It is proposed to include the pCR to the super CR.
***************************************start change*********************************************
X.2.4.3
Negotiation of security algorithms

When establishing one or more DRBs for a UE at the SeNB, as shown on Figure X.2.3-1, the MeNB shall forward the UE EPS security capabilities associated with the UE and the identifier for the AS encryption algorithm the MeNB selected for the UE for the SRBs to the SeNB in the X2 SCG Addition/Modification Request message. 

Upon receipt of this message, the SeNB shall identify the AS encryption algorithm with highest priority in the locally configured priority list of AS encryption algorithms that is also present in the received UE EPS security capabilities.  If the so identified AS encryption algorithm is different from the one indicated in the received X2 SCG Addition/Modification Request message, the SeNB shall include an indicator for the locally identified AS encryption algorithm in the X2 SCG Addition/Modification Command message.
The MeNB shall forward the indication to the UE during the RRCConnectionReconfiguration procedure that establishes the SCG DRBs in the UE. If the UE does not receive any AS encryption algorithm indication in this RRCConnectionReconfiguration procedure, the UE shall use the same AS encryption algorithm for the SCG DRBs as it uses for the SRBs. Otherwise, the UE shall use the indicated encryption algorithm for the SCG DRBs.
Editor's Note:
The names of the SCG Addition/Modification Request, SCG Addition/Modification Command messages need to be aligned with the RAN2 and RAN3 specifications when they are stable.
***************************************end change*********************************************





































































































































































