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Abstract of the contribution: This pCR provides analysis that shows that the existing RRC reconfiguration procedure can be used also for dual connectivity. It further concludes that the MeNB must update the S-KeNB in case the RRC reconfiguration procedure established a fresh KeNB based on an NH value.
1 Introduction 
In accordance with RAN2's latest version of the dual connectivity draft specification text (R2-141857), the UE does not run the RLF recovery procedure with the SeNB. This is natural since the SeNB does not hold control plane functions.
In case the UE runs a RLF recovery procedure with the MeNB while it simultaneously has DRBs established with the SeNB, the question is whether there are security impacts on the SeNB. This pCR provides an analysis for that, and proposes text to handle the situation.

2 Analysis 

When the UE runs an RLF recovery procedure with an eNB, they derive a fresh KeNB. The fresh KeNB is derived even if the UE runs the RLF recovery procedure with the same eNB it is, or was, connected to when the RLF occurred. 

The fresh KeNB may be may be derived from either the currently active KeNB or from the next NH value. The MeNB send the NCC value corresponding to the KeNB or the NCC value corresponding to the NH value to the UE in the RRCReconfiguration message. This is how the UE knows whether to derive the fresh KeNB from the currently active one or from the NH value. 

When the MeNB uses an NH value for the KeNB derivation, it shields the fresh KeNB from any previous KeNBs. If the previous KeNB was used in another eNB, the derivation from an NH value provides the so-called two hop security property.
However, even though two hop security is achieved for the fresh KeNB in the MeNB, an S-KeNB used in the SeNB will still be based on the previous KeNB. To achieve two hop security for all DRBs it is hence necessary to update the S-KeNB as well after a RLF recovery procedure run between the UE and the MeNB in case an NH value was used to derive the fresh KeNB.
3  Conclusion and Proposal 
Conclusions:

-
There is no need to alter the security aspects of the RRCReconfiguration procedure to handler dual connectivity, the text in clause 7.4.3 of TS 33.401 is sufficient;
-
After RLF recovery where the fresh KeNB was derived from an NH value, the MeNB must update any S-KeNB to achieve the two hop security property;

-
After RLF recovery where the fresh KeNB was derived from the currently active KeNB, the MeNB may update any S-KeNB to achieve the two hop security property, but the security benefits are limited;
It is proposed that SA3 agrees the pCR below which implements these conclusions in the super-CR.
The meeting made the following modifications to the pCR:

-
The procedures were modified so that if the MeNB is aware that SCG radio bearers are kept in the SeNB when the RLF recovery happens, then the S-KeNB is updated.
-
The update of the  S-KeNB in the above bullet is only mandated when the re-established KeNB is derived from an NH value.
-
The procedure name RRC reconfiguration procedure was used; it was changed to RRC re-establishment procedure.
The change marks in the pCR shows changes compared to the super-CR in S3-140768.
4 pCR 

*** BEGIN CHANGES ***
X.2.8
Radio link failure recovery

Since the MeNB holds the control plane functions even in dual connectivity, the UE runs the RRC re-establishment procedure with the MeNB as specified in clause 7.4.3 of the present specification. 
NOTE: As a consequence of clause 7.4.3, the RRC re-establishment procedure does not affect the S-KeNB or KUPenc used in the SeNB. It does however, establish a fresh KeNB with the MeNB the UE is connected to.
After the RRC re-establishment procedure is completed, if the MeNB still has offloaded radio bearers to the SeNB, then the MeNB shall update the S-KeNB in the SeNB and UE if the RRC re-establishment procedure derived the fresh KeNB from an NH value. This is necessary to retain the two hop security property. If the fresh KeNB was derived from the currently active KeNB, i.e., the keys share the same NCC value, then the MeNB may update the S-KeNB, but it has limited security benefits.
Editor's Note:
When RAN2/3 has agreed on whether DRBs in the SeNB shall be released or kept when there is RLF on one or more of them, this clause need to be aligned with that decision.
*** END CHANGES ***

