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Discussion
X.Y.
Key issues for establishing service requirements and designing a PWS security system 

It needs to be understood that there will be always a trade-off between security on the one hand and availability and complexity of PWS on the other hand that will influence the decision of regulators on whether to introduce PWS security in their jurisdiction. The impact on at least network operators, device manufacturers, and network entities needs to be considered when selecting a PWS security solution studied in this TR.
Key issue: Distribution and management of PWS root keys to UEs 

The PWS root key is the top level key that the UE needs to know for digital signature verification of signed PWS warning notifications. There can be several root keys. When selecting a mechanism for distributing PWS root keys to UEs then the impact on at least network operators, device manufacturers, and network entities need to be considered.



Key issue: Security information and length restriction in warning messages
For PWS security, warning messages need to be extended with a security field (i.e. for signature and other necessary security parameters) without breaking the length restrictions that the different access technologies put on the message. Extending the length seems possible within all warning systems, except ETWS. Whether ETWS primary notifications need to be supported, leads to what length restrictions apply. 
 
Care must be taken when extending any message so that UEs that support PWS but not PWS security will continue to be able to parse the message.

Key issue: Cryptosystem choice
Due to the length limitations described above, this will have an impact on the choice of cryptosystem and domain parameters. 


Key issue: Mitigation of PWS security circumvention attacks, in particular in the case of roaming and limited service state situation

If a UE attaches to a false base station of a visited network, or if a false base station brings the UE in a limited service state. PWS security circumvention attacks become possible. 
Some means of addressing circumvention attacks is necessary.
 Potential approaches to mitigating this attack and a description of scenarios in which they are applicable are considered in clause 7.9.5 of this TR.
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