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Abstract of the contribution: This contribution proposes a detailed key establishment procedure for Network assisted one-to-one communication.

1. Introduction

In TR 33.cde v0.3.0, there are several key establishment solutions for one-to-one communication, one of which is a network assisted solution (in section 6.4.1).  But it is too high-level and need more details.
This contribution proposes a detailed key establishment procedure for Network assisted one-to-one communication, which corresponds to solution C4 in TR 23.703 v0.8.0 section 6.2.4.

2. Discussion
The proposed Network assisted key establishment procedure is described in the following Figure 1, where MME1 is the serving network Entity for the UE1, and MME2 is the serving network Entity for the UE2; It is assumed that a shared key has already been established between the UE1(UE2) and the MME1(MME2) respectively.  

The basic idea is that, with the network assistance, UE1 and UE2 can establish the same session key KD based on the shared key Kasme1 between UE1 and MME1 and the shared key Kame2 between UE2 and MME2. 

Figure 1: Network assisted key establishment for one-to-one communication
The procedure of the solution in Figure 1 is described as follows:
1. UE1 selects a parameter p1 (e.g. a random parameter), and sends p1 to MME1 in a NAS message, which is protected by NAS security mechanism;

2. MME1 derives a key p2=KDF(Kasme1, p1) using the secret key Kasme1 shared between MME1 and UE1;

3. MME1 sends p2 to MME2, which is protected by NDS mechanism;

4. MME2 sends p2 to UE2 in a NAS message, which is protected by NAS security mechanism;

5. UE2 selects a parameter p3 (e.g. a random parameter), and sends p3 to MME2 in a NAS message, which is protected by NAS security mechanism.
6. MME2 derives a key p2=KDF(Kasme2, p3) using the secret key Kasme2 shared between MME2 and UE2;

7-8. MME2 sends p4 to UE1 via MME1, which is protected by NDS/NAS security mechanism;
9. UE1 derives a key p2=KDF(Kasme1, p1); similarly, UE2 derives a key p4=KDF(Kasme2, p3). Both UE1 and UE2 derive a session key KD=KDF(p2, p4);


Therefore, now both UE1 and UE2 share the same session key KD between them.

3. Proposal:

It is suggested that the following changes are agreed by SA3:.
· * * * * Start of 1st Change * * * *
6.4.x   Solution: Network assisted key establishment for one-to-one communication
6.4.x.1   General
This solution addresses the network assisted key establishment procedure between two ProSe enabled UEs (UE1 and UE2). UE1 and UE2 are served by the MME1 and MME2, respectively. It is assumed that UE1 (UE2) has already been attached to MME1 (MME2, respectively).  The shared keys (e.g. Kasme) between UE1 and MME1, as well as between UE2 and MME2 are used in the key establishment procedure.
6.4.x.2   Procedure
The procedure of the solution in Figure 6.4.x.1 is described as follows:
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Figure 6.4.x.1: Network assisted key establishment for one-to-one communication
1. UE1 selects a parameter p1 (e.g. a random parameter), and sends p1 to MME1 in a NAS message, which is protected by NAS security mechanism;

2. MME1 derives a key p2=KDF(Kasme1, p1) using the secret key Kasme1 shared between MME1 and UE1;

3. MME1 sends p2 to MME2, which is protected by NDS mechanism;

4. MME2 sends p2 to UE2 in a NAS message, which is protected by NAS security mechanism;

5. UE2 selects a parameter p3 (e.g. a random parameter), and sends p3 to MME2 in a NAS message, which is protected by NAS security mechanism.
6. MME2 derives a key p2=KDF(Kasme2, p3) using the secret key Kasme2 shared between MME2 and UE2;

7-8. MME2 sends p4 to UE1 via MME1, which is protected by NDS/NAS security mechanism;
9. UE1 derives a key p2=KDF(Kasme1, p1); similarly, UE2 derives a key p4=KDF(Kasme2, p3). Both UE1 and UE2 derive a session key KD=KDF(p2, p4);


Therefore, now both UE1 and UE2 share the same session key KD between them.
Editor’s Notes: The use of KDF and Kasme is FFS.
* * * * End of Changes * * * *
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