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Abstract of the contribution: This contribution provides a description of the requirement for OM user privilege authorization in MME.

Introduction  
This contribution provides a description of the requirement for OM user privilege authorization in MME. The privilege authorization is based on the combination of users, the management object and the operation.
Analysis
[bookmark: OLE_LINK4]When a user does the management task on a network and a network element, privileges must be under control. A user should be restricted to do the limited management operation on the limited objects. 
If the user authorization rule is violated, the system can experience the following:
· Information disclosure	Comment by johnhick: : : Recommend that the threat of information disclosure be added to section 5.3. Threats in MME SCAS. The 2nd threat “Network functionality broken “ is possibly better stated as “Network or Service Interruption”. Propose that its added to section 5.3 of the SCAS.
· Network functionality broken
In management systems, users having the same privileges are classified into groups. All users in the same group have the same privileges on the network O&M. The privileges are defined on the basis of doing the specification operation on the specification objects. The operations refer to the action of the commands, like “set”, “display”, etc. The operations also define the domain of FACAPS. For example, a user/user group is authorized to check the alarms but cannot configure the network.  The objects refer to the physical or the logical objects to be managed.
[bookmark: OLE_LINK1][bookmark: OLE_LINK2][bookmark: OLE_LINK3]Proposal
The proposed prifilege management requirement is shown in following figures.	Comment by johnhick: : Recommend that this be deleted as it refers to a solution for user account management and not a specific countermeasure for a security gap.


[bookmark: _Ref377396404]Figure 1 OM Privilege Management Requirement Model: the Management Object
In Figure 1, the user groups are assigned the privilege to operate diferent MOs (management objects).

[bookmark: _GoBack]
[bookmark: _Ref377396480]Figure 2 OM Privilege Management Requirement Model: Command Group
In Figure 2, the user groups are assigned the privilege to operate diferent MOs (management objects).

pCR 
***	BEGIN CHANGES	***
X O&M privilege management requirements on MME Management and Maintenance
	Comment by johnhick:  Propose that the entire text be replaced with a description of a Role Based Access Control scheme as an example of how privilege management can be implemented. E.g “A Role based access control system uses a centrally managed set of controls which determines how users interact with domains. The domains could be Fault management, Performance management System Admin , etc.The RBAC system controls how  users or groups of users are allowed access to the various domains and what type of access they have, i.e. View, Modify, Execute.”. One other thought is that other solutions may be possible such as Access Control Lists so the SCAS  may need to be written in such a way as to allow other solutions or actually describe those solutions.

1) 
2) 
3) 

A Role based access control system uses a centrally managed set of controls which determines how users interact with domains. The domains could be Fault management, Performance management System Admin , etc.The RBAC system controls how  users or groups of users are allowed access to the various domains and what type of access they have, i.e. View, Modify, Execute
***	END OF CHANGES	***
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