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1 pCR
***
BEGIN CHANGES
***
6.2.1
Media security for RTP
6.2.1.1
Introduction

According to [10], all RTP traffic generated or received by a WebRTC client must be protected with SRTP, using DTLS-SRTP as the key management protocol. This means that if a WebRTC IMS Client is supposed to be able to communicate with existing IMS endpoints (e.g. IMS UE or PSTN GW), DTLS-SRTP and SRTP must be terminated at an intermediate node.

This clause describes the additional procedures and interface extensions required to support end-to-access-edge (e2ae) security for RTP using DTLS-SRTP and SRTP.

Editor’s Note: The solution for e2ae security outlined in this clause only applies to network centric approach for WebRTC access to IMS. Whether SA3 should study the device centric approach as well (where transcoding and encryption/decryption is handled in the UE) depends on the outcome of the SA2 discussions.

6.2.1.2
e2ae security for RTP using DTLS-SRTP

E2ae protection of RTP using DTLS-SRTP is similar to e2ae protection of MSRP using TLS and the session establishment procedures are therefore largely the same. In both cases certificate fingerprints need to be exchanged over SDP and the media has to be anchored in IMS by inserting a gateway on the media path. Similarly as for e2ae protection using SDES and TLS, the signalling path between the WebRTC IMS Client and the eP-CSCF needs to be secured.

Figure 6.2.1.2-1 shows the originating procedure for e2ae protection of RTP using DTLS-SRTP. The terminating procedure is similar and is not shown here. 

Note that no assumption is made on the interface between the WebRTC IMS client and the eP-CSCF except that it is SDP based and integrity protected.
Since only e2ae security is supported at the moment, the WebRTC IMS Client is required to include the indication "e2ae-security requested by UE" in every offer it creates.

It is assumed that the eP-CSCF is aware of the fact the IMS UE is a WebRTC IMS Client and automatically applies e2ae security for terminating calls.  Therefore, unlike the existing e2ae security for RTP and MSRP, there is no need for the IMS UE to explicitly indicate support of e2ae security during registration.
NOTE: In this release, DTLS-SRTP is only intended to be used by WebRTC IMS Clients. Use of DTLS-SRTP by other types of IMS UEs may be studied in future releases. 
The DTLS-SRTP profile to use is described in Annex X of this document.
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Figure 6.2.1.2-1: E2ae protection of RTP based on DTLS-SRTP 
***
NEXT CHANGE
***
Annex X:
Profiling of DTLS-SRTP
The present Annex contains a list of parameters that may be contained in the use_srtp extension in the DTLS extended client hello, according to RFC 5764. The rest of the DTLS profile is as defined in Annex M of TS 33.328. 
SRTP Protection Profiles:
The SRTP protection profile "AES_CM_128_HMAC_SHA1_80", as defined in RFC 5763, is mandatory to support. Support of other protection profiles is optional.
SRTP Master Key Identifier (MKI):

Optional to use and support. Since a DTLS-SRTP handshake results in single SRTP master key, an endpoint has at most one active master key at any point in time. MKI signalling is therefore typically not required (the major exception would be if the peers perform frequent re-keying) and is not recommended. 
***
END OF CHANGES
***
