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Foreword

This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

1
Scope

The goal of WebRTC IMS Client access to IMS is to significantly expand the pool of clients able to access IMS. This document contains the study on security issues following the potential modifications of the IMS architecture and stage 2 procedures as required by the support of WebRTC IMS Client access to IMS.

For this purpose this document will address:

· WebRTC IMS Client authentication mechanisms, including the re-use of existing IMS authentication mechanisms from WebRTC IMS Clients

· Required enhancements to IMS media plane security

· Control plane security related aspects 
2
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-
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For a specific reference, subsequent revisions do not apply.
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For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
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[7]
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http://www.w3.org/2011/04/webrtc-charter.html
[8]
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draft-ietf-rtcweb-security: "Security Considerations for WebRTC".

3
Definitions, symbols and abbreviations
3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. 
A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].
Web Real-Time Communications (WebRTC): A set of browser extensions enabling web applications to define real-time services.

WebRTC IMS Client (WIC): A WebRTC-capable browser running a JavaScript application that allows a user to access IMS services.
3.2
Symbols

For the purposes of the present document, the following symbols apply:

Cx
Reference Point between a CSCF and an HSS.

Gm
Reference Point between a UE and a P‑CSCF or between an IP-PBX and a P‑CSCF.

Iq
Reference Point between the IMS Application Level Gateway (ALG) (IMS-ALG) and the IMS Access Gateway (IMS-AGW) 

Mb
Reference Point between a UE and IP network services used for user data transport.

Mw
Reference Point between a CSCF and another CSCF.

W1
Reference Point between a WIC and WWSF.

W2
Reference Point between a WIC and eP-CSCF.

W3
Reference Point between a WIC and eIMS-AGW.

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. 
An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

DTLS-SRTP
Datagram Transport Layer Security SRTP

eP-CSCF
P-CSCF enhanced for WebRTC
eIMS-AGW
IMS-AGW enhanced for WebRTCICE
Interactive Connectivity Establishment

NAT
Network Address Translation

P-CSCF
Proxy CSCF

RTP
Real-time Transport Protocol

S-CSCF
Serving CSCF

SDP
Session Description Protocol

SIP
Session Initiation Protocol

SRTP
Secure RTP

WebRTC
Web Real-Time Communication

WIC
WebRTC IMS Client
WWSF
WebRTC Web Server Function
4
Overview

Editor’s Note: This clause will give an overview of WebRTC and WebRTC IMS Client access to IMS.

5
Assumptions and Security requirements

5.1
Assumptions

Editor’s Note: If needed, this clause will define the underlying assumptions of the work.

5.1
Security requirements

Requirements for Support of WebRTC IMS Client access to IMS are specified by SA1 in 3GPP TS 22.228 [2]. Additional potential architectural requirements identified by SA2 are stated in 3GPP TR 23.701 [5].

Additional potential security requirements identified by SA3 are as follows:

Editor’s Note: This clause will define potential security requirements.

6
Solutions

6.1
Authentication
Editor’s Note: This clause is split into two sub-clauses to reflect the use cases mentioned in SA1 TS 22.228 [2]
“The authentication of the subscriber can be performed via the WebRTC IMS Client or by a WebRTC server on behalf of a user.”

Editor’s Note: TR 23.701 describes a third authentication/registration solution in which the eP-CSCF acts as an IP-PBX in static mode of operation. Whether SA3 should study this solution as well depends on the outcome of the SA2 discussions. From a security  perspective this solution appears similar to the solution described in 6.1.2.
6.1.1
Authentication of WebRTC IMS Client re-using existing IMS authentication mechanisms
Editor’s Note: It is assumed that the WebRTC IMS Client has access to IMS credentials and uses these to authenticate to the IMS.
6.1.2
Authentication of WebRTC IMS Client using web credentials
Editor’s Note: It is assumed that the user does not have access to IMS credentials and that the eP-CSCF authenticates to the IMS on behalf of the user. The user may use some other form of credentials to authenticate to the eP-CSCF.

6.2
Enhancements to IMS media plane security
Editor’s Note: This clause contains the needed Enhancements to IMS media plane security to support WebRTC IMS Clients, i.e. support of DTLS-SRTP.
6.3
Other security aspects

Editor’s Note: If needed, this clause contains study of other security aspects such as privacy, NAT/firewall traversal, control plane security aspects, , etc.
7
Assessment of solutions
Editor’s Note: If needed, this clause will contain assessments of the various solutions.
8
Conclusions and recommendations
Editor’s Note: This clause will capture agreed conclusions and recommendations.
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