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1 Introduction 
It is proposed to add the following text to clause 6.2.

2 pCR
***
BEGIN CHANGES
***
6.2
Enhancements to IMS media plane security

Editor’s Note: This clause contains the needed Enhancements to IMS media plane security to support WebRTC IMS Clients, i.e. support of DTLS-SRTP.

6.2.1
Use of DTLS-SRTP for SRTP key management
6.2.1.2
Introduction

According to [10], all RTP traffic generated or received by a WebRTC client must be protected with SRTP, using DTLS-SRTP as the key management protocol. This means that if a WebRTC IMS Client is supposed to be able to communicate with existing IMS endpoints (e.g. IMS UE or PSTN GW), DTLS-SRTP and SRTP must be terminated at an intermediate node.

This clause describes the additional procedures and interface extensions required to support end-to-access-edge (e2ae) security for RTP using DTLS-SRTP and SRTP.
Editor’s Note: The solution for e2ae security outlined in this clause only applies to network centric approach for WebRTC access to IMS. Whether SA3 should study the device centric approach as well (where transcoding and encryption/decryption is handled in the UE) depends on the outcome of the SA2 discussions.
6.2.1.3
e2ae security for RTP using DTLS-SRTP
E2ae protection of RTP using DTLS-SRTP is similar to e2ae protection of MSRP using TLS and the session establishment procedures are therefore largely the same. In both cases certificate fingerprints need to be exchanged over SDP and the media has to be anchored in IMS by inserting a gateway on the media path. Similarly as for e2ae protection using SDES and TLS, the signalling path between the WebRTC IMS Client and the eP-CSCF needs to be secured.
Figure X shows the originating procedure for e2ae protection of RTP using DTLS-SRTP. The terminating procedure is similar and is not shown here. 

Editor’s note: It’s ffs whether DTLS-SRTP can be used for other types of IMS clients than WebRTC IMS Clients.

It should be noted that no assumption is made on the interface between the WebRTC IMS client and the WebRTC control plane function except that it is SDP based, secured  and that DTLS-SRTP is supported. The indication "e2ae-security requested by UE" is either explicitly included in the offer or deduced from the fact that the IMS Client is a WebRTC IMS Client.
Support for e2ae security for RTP using DTLS-SRTP needs to be indicated during registration. Since this must be done independently from the indication of support for e2ae security for RTP using SDES, new indication values need to be defined, e.g.  "e2ae- security for RTP using DTLS supported by the UE" and "e2ae-security for RTP using DTLS-SRTP supported by the network". If the remote side has indicated support for both SDES and DTLS-SRTP during registration, then both alternatives may be included in an outgoing offer (i.e. both a=crypto and a=fingerprint lines). The remote side can then select the option it prefers. Similar to above, the indications are either explicitly included in the registration request/response or deduced from the fact that the IMS client is a WebRTC IMS Client. 

Editor’s note: Detailed description of the DTLS profile is ffs.
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Figure X: E2ae protection of RTP based on DTLS-SRTP 
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