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1. Overall Description:

SA3 analysed the security aspects of the protocol architectures studied by RAN2 and came to the following working assumptions:
As for the RAN2 questions in issue A for the Alternative 1A (regardless whether RRC messages are protected by the MeNB):
RAN2 asked:
Issue A: The architecture options 1A (section 8.1.1.1 of TR 36.842) ... allocate PDCP at MeNB and SeNB. This requires separate ciphering at the PDCP layer of the eNBs in use (i.e. MeNB and SeNB). RAN2 would like to consult SA3 on the security aspects when considering allocation of PDCP protocols at MeNB and SeNB especially with regard to the need for additional security keys at the SeNB and management of security context at the SeNB in an architecture where RRC and S1-MME terminates at the MeNB. In addition, RAN2 would like to request SA3 views on UE’s handling of two security keys for MeNB and SeNB at the same time.
As for the security keys need and management in the SeNB, SA3 has the following security aspects for RAN2 to consider: 
· Cryptographically separate keys shall be used in the MeNB and SeNB. In particular, the same KeNB shall not be placed in two different eNBs since this violates LTE security design principles. The MeNB may know which keys are used in the SeNB, but not vice versa.
· Key change on-the-fly has to be supported.
As for the Xn interface protection, 
· Security parameters such as algorithms selected by the SeNB for its DRBs need to be coordinated over the Xn interface. 
· The control part of the Xn interface shall be integrity and confidentiality protected, because the keys are needed to be transferred over Xn interface from MeNB to SeNB. 
· For S1-U terminating in SeNB the protection specified in TS 33.401 applies. 
As for how the UE’s handling of two security contexts for MeNB and SeNB
-
The UE will be required to handle the keys for the separate RBs in the SeNB, a new feature requiring standardization.
-
New IEs and/or code points need to be allocated in RRC to control security for the SeNB DRBs.

Alternative 3C when RRC messages are only protected by the MeNB:

-
The need for additional protection of the control part of the Xn interface is ffs. The decision depends on a risk analysis of the control message sent over Xn. SA3 therefore asks RAN2 to provide more information on these control messages. 

-
The need for additional protection of the user part of the Xn interface is ffs. 

-
The need for additional security work, apart from the above issues, is ffs.

-
For S1-U terminating in MeNB the protection specified in TS 33.401 applies. The MeNB has to carry the bulk work load of DRB ciphering and backhaul IPsec protection for user plane data of both eNBs.

Issue B: For option 3C, RAN2 asked about the user traffic passing through the SEG multiple times due to the Xn interface being routed via the SEG, similar to some deployments of the X2 interface. SA3 would like to point out that there is no security impact of passing through the SEG multiple times. 

In summary, 

Both architectural alternatives 1A and 3C are deemed technically feasible. It becomes clear that, under the above working assumptions, architecture 1A requires additional work from SA3 compared to architecture 3C. 
2. Actions:

To RAN2 group.
ACTION: 
SA3 kindly asks RAN2 to take the above information into account. SA3 would like to kindly ask RAN2 to provide information to the question:
In option 3C, what information is transferred in the control part of the Xn interface?
In option 1A, what path does the RRC messages traverse between MeNB and the UE, and in particular, does the MeNB or the SeNB provide the encryption and integrity protection?
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