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Abstract of the contribution: This contribution provides some analyses and comparisons between implicit certificate based solution and generalized certificate based solution.
1 Introduction
There are two kinds of certificate based solutions including implicit certificate PKI based solution and generalized certificate based solution. These two solutions have some common points, and also have some specific features. The key advantages and disadvantages are analysised for each solution, and they have been discussed before or exit in the TR33.869 or newly added. The advantages and disadvantages are compared between these two certificate based solution, not including other solutions. These summarized analyses and comparisons can help to evaluate and choose the final solution later.
2 Analysis

Firstly the common points are addressed, and then specific features for these two solutions are analysised individually.

 2.1 same points for both
All these two solutions are network unrelated. As is mentioned in chapter 7.7 for implicit certificate based solution, “link and core network resource usage is less than with other approaches and is consumed only when a PWS message is sent. No additional resources are expended either for roaming UEs or during an update of a CBEs public key/implicit certificate”, which is also suitable for the generalized certificate based solution.
Operator liability is kept to a minimum. Responsibility for key management issues such as setting up, functioning and upkeep of the CAs is at the national level and not the responsibility of the operator, which is also mentioned in chaper 7.7 and is also the same to generalized certificate based solution.
CBE running organizations have to cooperate with CA organizations. But note that, for the NAS approach, the CBE needs to obtain a private / public key pair from somewhere as well.  
2.2 Specific points for implicit certificate based 
· 

· PWS security field is increased

As mentioned in chapter 7.7, “While efficient in size, implicit certificates do occupy space and are a source of additional overhead in the PWS security field resulting in a security level of 112-bits”. For each PWS notification message, an implicit certificate occupying 31 bytes has to be transferred within security field. 
· Multiple public root keys are needed
As mentioned in chapter 7.8, “The scheme based on implicit certificates (called ‘IMPCERT’ henceforth) assumes a set of root CAs whose public keys are pre-installed in the terminal. One of these root CAs issues an implicit certificate to a particular signing entity. This implicit certificate is then sent together with the warning message to the ME over a broadcast channel. 
More space in ME should be reserved to keep these public root keys. But it is ffs whether memory space in the ME really is an issue.
· The size is smaller
The size of an implicit certificate is smaller than a conventionalexplicit certificate which is also called generalized certificate. Smaller certificates are useful in highly constrained environments where not a lot of memory is available. If the number of CAs for implicit certificate is restricted effectively, implicit certificate approach has advantage to be used in mobile phone. But note that not the certificates, only the public keys, would have to be stored.
2.3 Specific points for generalized certificate based
· The size is larger

Generalized certificate may be very large. For example, a standard X.509 certificate is on the order of 1KB in size (~8000 bits, while for example using an elliptic curve system at 160 bits would give us implicit certificates of size at least 41bytes.  But note that the final choice for a certificate has not been made yet.
· The usage of generalized certificate in mobile phone is not wide

As we known, generalized certificate is widely used in PC and network elements nowadays. But we seldomly see that generalized certificate is used in mobile phone. Even in chapter 7.8, the UEs are assumed to have the corresponding public root keys installed including IMS UE etc, but all these has not been used widely. But the same argument would also apply to any PWS public keys in a UE.
3 Proposal
It is proposed that SA3 agree the pCR below for inclusion in TR 33.869.
************************** start of changes ************************
8.7
Evaluation of solution 6

8.7.1 Same points for both
All these two solutions are network unrelated. As is mentioned in chapter 7.7 for implicit certificate based solution, “link and core network resource usage is less than with other approaches and is consumed only when a PWS message is sent. No additional resources are expended either for roaming UEs or during an update of a CBEs public key/implicit certificate”, which is also suitable for the generalized certificate based solution.

Operator liability is kept to a minimum. Responsibility for key management issues such as setting up, functioning and upkeep of the CAs is at the national level and not the responsibility of the operator, which is also mentioned in chaper 7.7 and is also the same to generalized certificate based solution.

CBE running organizations have to cooperate with CA organizations. But note that, for the NAS approach, the CBE needs to obtain a private / public key pair from somewhere as well. 
Editor’s note: National or regional roaming issues is for FFS.
8.7.2 Specific points for implicit certificate based 
· 

· PWS security field is increased

As mentioned in chapter 7.7, “While efficient in size, implicit certificates do occupy space and are a source of additional overhead in the PWS security field resulting in a security level of 112-bits”. For each PWS notification message, an implicit certificate occupying 31 bytes has to be transferred within security field. 
· Multiple public root keys are needed

As mentioned in chapter 7.8, “The scheme based on implicit certificates (called ‘IMPCERT’ henceforth) assumes a set of root CAs whose public keys are pre-installed in the terminal. One of these root CAs issues an implicit certificate to a particular signing entity. This implicit certificate is then sent together with the warning message to the ME over a broadcast channel. 
More space in ME should be reserved to keep these public root keys. But it is ffs whether memory space in the ME really is an issue.
· The size is smaller
The size of an implicit certificate is smaller than a conventional explicit certificate which is also called generalized certificate. Smaller certificates are useful in highly constrained environments where not a lot of memory is available. If the number of CAs for implicit certificate is restricted effectively, implicit certificate approach has advantage to be used in moble phone. But note that not the certificates, only the public keys, would have to be stored.
8.7.3 Specific points for generalized certificate based
· The size is larger

Generalized certificate may be very large. For example, a standard X.509 certificate is on the order of 1KB in size (~8000 bits, while for example using an elliptic curve system at 160 bits would give us implicit certificates of size at least 41bytes. But note that the final choice for a certificate has not been made yet.
· The usage of generalized certificate in mobile phone is not wide

As we known, generalized certificate is widely used in PC and network elements nowadays. But we seldomly see that generalized certificate is used in mobile phone. Even in chapter 7.8, the UEs are assumed to have the corresponding public root keys installed including IMS UE etc, but all these has not been used widely. But the same argument would also apply to any PWS public keys in a UE.
************************** end of changes *************************
