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This contribution starts filling a table in order to compare the different solutions for MTC Small Data Transmission from a security perspective. For the sake of a better overview, the current 9 solutions as specified in SA2 are categorized in groups regarding their basic approach. It is proposed to add this table to section 5.1.1.4 Overall Evaluation in TR 23.887 as a starting point / decision matrix for the overall evaluation.
### first change ###
5.1.1.4
Overall Evaluation 

Editor's Note:
Use this section for evaluation of key issues.
The following table compares all different solutions for Small Data Transmission from a security perspective. For convenience, the solutions are divided into three different groups. All solutions that include small amounts of data sent using NAS messages belong to the group NAS. Solutions proposing a new transport to the SGW are combined in the "stateful SGW" category. Optimizations like data piggy-backing, combining of messages or re-using of existing security context are combined in the group OPT. The columns with existing network elements (eNB, MME, SGW, and UE) contain the impact to existing elements from security point of view. Depending on the degree of impact, these columns contain the rating values ​​of --- (strongly negative) up to + + + (strongly posive). Also  the columns
Lawful Interception (LI), Mobility aspects, restrictions on the usage (e.g. one radio bearer only), charging aspects, and the effectivity of the optimization contain corresponding to their security related rating the values ​​of --- (strongly negative) up to + + + (strongly posive). Although the evaluation in this TR is security related in general an additional column for security aspects is added in order to reflect the direct security risk introduced by the solution (e.g. intensive re-using of security context or revealing of network topology.
	Solution
	Group
	eNB
	MME 

	SGW

	UE
	LI
	Mobility
	Restrictions
	Charging
	Effectivity
	Security
	Comments

	1:
Small Data Transfer starting from RRC IDLE (E-UTRAN): Use of pre-established NAS security context to transfer the IP packet as NAS signalling without establishing RRC security
	NAS
	
	
	
	
	
	
	
	
	
	
	

	2:
Optimised handling of C-plane connection for Small Data and Device Trigger
	NAS
	
	
	
	
	
	
	
	
	
	
	

	3:
Standalone Small Data Service with T5/Tsp and generic NAS transport
	NAS
	
	
	
	
	
	
	
	
	
	
	

	4:
Stateless Gateway for cost efficient transmission of infrequent or frequent small data
	Stateful SGW
	
	
	
	
	
	
	
	
	
	
	

	5:
Downlink small data transfer using RRC message
	OPT
	
	
	
	
	
	
	
	
	
	
	

	6a:
Small Data Fast Path
	Stateful SGW
	
	
	
	
	
	
	
	
	
	
	

	6b: 
Connectionless
	Stateful SGW
	
	
	
	
	
	
	
	
	
	
	

	7:
Service Request signalling reduction by RRC message combining
	OPT
	
	
	
	
	
	
	
	
	
	
	

	8:
Optimized Service Request procedure for UEs with a single bearer
	OPT
	
	
	
	
	
	
	
	
	
	
	

	9:
Lean Service Request Procedure
	OPT
	
	
	
	
	
	
	
	
	
	
	


### end of changes ###

