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1. Background
In last SA3 meeting, a threat scenario that a malicious WLAN that has a subscription agreement with 3GPP operator sends fake WLAN network information to cheat UE to join in is agreed for the both key issues. 
For this threat scenario, an editor note is left as follows, and here a solution is proposed to solve this problem. 
Editor’s Note: It is FFS whether a security mechanism can and should be provided to solve this issue.
2. Proposal
In this contribution, following solution is proposed for the TR. 
**********************START OF CHANGE***************************
X
Solution Description

X.1
Solution 1 – Authenticty of WLAN information 
X.1.1
Description

This solution addresses “Use WLAN Access Network Type and Venue Information for network selection” and Key Issue 2 “Support WLAN access through roaming agreements”.
According to Hotspot 2.0, UE with (U)SIM card shall support EAP-SIM/EAP-AKA protocol for authentication .
Option 1:
When UE access a WLAN network and perform EAP-SIM/EAP-AKA authentication with 3GPP AAA server, UE sends the WLAN network information (e.g. Access network Type, Venue information, Realms and/or OUIs, etc.) obtained by using the applicable discovery procedures to 3GPP AAA Server. Then 3GPP AAA server checks whether the WLAN network information is true. If the check is successful, EAP-SIM/EAP-AKA procedure goes on. Otherwise, 3GPP AAA server aborts the authentication procedure, and sends an indication to the UE. 


Editor note: the details on how to transmit WLAN network information to 3GPP AAA server is FFS. What ID is used by 3GPP AAA server to identify WLAN access network is FFS.
Option 2:
When UE access a WLAN network and perform EAP-SIM/EAP-AKA authentication with 3GPP AAA server. 3GPP AAA server sends the WLAN network information (e.g. Access network Type, Venue information, Realms and/or OUIs, etc.) to the UE. UE compares the WLAN network information received from 3GPP AAA server with those obtained from WLAN by using the applicable discovery procedures. If they are identical, UE accesses the WLAN network after authentication. Otherwise, UE determines the WLAN is malicious and rejects to access the WLAN network.


Editor note: the details on how to transmit WLAN network information to UE is FFS. What ID is used by 3GPP AAA server to identify WLAN access network is FFS.
Option 3:
In addition to the technical solutions, some non-technical methods (e.g. operator management, customer report, etc.) can be adopted by 3GPP operator to supervise the behaviour of WLAN operator, to prevent malicious but legal WLAN AP from sending fake WLAN information to UE. The details of non-technical method are out of 3GPP scope. 
**********************END OF CHANGE***************************

