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1. Introduction
This document analyses the security issues based on SA1’s requirements of ProSe, and give a security requirement to address this issue. 
2. Background in SA1
In 22.803, the general use cases contains 13 different detail use cases. Most of them are contains two proximity-enable part: one is UE and the other is service provider/another UE. However, in some cases, especially restricted ProSe Discovery Use Case, 3 users with proximity-enabled UE are involved. Under this use case, we can see in TR said:

-
Mary has given permission to John to discover her and vice versa;
-
John has given permission to Peter to discover him and vice versa;
And in the service flows, it describes that :

-
Mary’s UE does not detect that Peter’s UE is in its proximity;
3.  Analysis 
Based on SA1’s description, we can see that proximity discovery between two UE’s could not be delivered to 3rd-party automatically. So under this restriction, the communication between the two UE should not be acquired by the 3rd-party even it could eavesdrop the message. It implies that when a UE communicates with 2 or more UEs through ProSe simultaneous, it would use separate session keys with different UEs.
4. Proposal
In summary, we think a security requirement should be made for ProSe:


A ProSe-enabled UE shall generate separate session keys to communicate with different ProSe-enabled terminal/server.
5. pCR
===========================Begin of Change============================

X Security analysis for restricted ProSe discovery
X.1 Issue Detail
In TR 22.803 section 5.1.1 restricted ProSe discovery use case, 3 users with proximity-enabled UE are involved.  Mary has given permission to John to discover her and vice versa. At the same time, John has given permission to Peter to discover him and vice versa. But Mary’s UE does not detect that Peter’s UE is in its proximity.
Based on the description, we can see that proximity discovery between two UE’s could not be delivered to 3rd-party automatically. So under this restriction, the communication between the two UE should not be acquired by the 3rd-party even it could eavesdrop the message.
However, the detection restriction is in services/network layer. Under Proximity service definition, Mary, John, Peter may be closely, so the radio signal and data between Peter’s UE and John’s could be detect by Mary’s UE if it is compromised. So the communication could be eavesdropped by compromised UE. If John’s UE uses same key for the communication to Mary’s UE and to John’s UE, compromised Mary’s UE can decrypted the message between John’s and Peter’s by using the key between Mary’s and John’s
X.3 Security Requirements

A ProSe-enabled UE shall generate separate session keys to communicate with different ProSe-enabled terminal/server.
============================End of Change============================
