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1
Introduction

This pCR provides the text for security solution section of TR 33.868 for MTCe Connectionless solution.
2
PCR

**
********************  START OF CHANGE 1 *******************
5.7.4.3 MTC UE Connectionless Security Solution

The security solution described below re-uses cached security context at the UE and the eNB/RNC rather than re-creating it at every RRC connection instance. Solution involves the usage of a ‘Token’ for the fast identification of the UE context. 
5.7.4.3.1 UE Initial Access and Token Allocation
When the ‘MTC Connectionless’ device uses an eNB/RNC area for the first time to send or receive data on a connectionless bearer, it issues a service request with an indication it is for connectionless service. Security procedures run as defined in Rel11 (involving the MME, the ENB and the UE per Rel11 33.401, e.g. the MME determines a KeNB and communicates it to the serving eNB via S1-AP, involving the SGSN, the RNC and the UE per Rel11 33.102) with the addition of following mechanisms:

· The new eNB/RNC allocates a ‘Token’ to indicate the UE security context associated with that eNB. The Token is integrity protected by the established security association. The security context is cached in both the eNB/RNC and UE, while the Token acts as an index to this context. The Token is considered valid for the duration of its life time assigned by the eNB/RNC. The Token, its assigned lifetime, and its associated context have significance within the eNB/RNC that assigns it. 

· The UE is expected to retain a context and associated Token for each eNB/RNC it visits and communicates with during the lifetime of the Token. 

· The eNB/RNC is expected to retain a context and associated Token for each UE that visits it and communicates with it during the lifetime of the Token assigned by this eNB/RNC.

· When the UE moves to a new eNB/RNC where the UE and eNB/RNC do not have context cached, the new eNB/RNC allocates a new ‘Token’ to indicate the UE security context associated with the new eNB/RNC.
· The process of Token Allocation during the initial access is shown on Fig.5.7.4.3.1-1.
· 
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· Fig.5.7.4.3.2-1. Initial Access and Token Allocation
· Insteps 1-5. UE initially accesses the new eNB. This is a regular access call flow. In step 6 the eNB allocates the Token for the established security context and delivers it to the UE In the RRC Security Mode Command. Steps 7-9, and all subsequent interactions are protected by AS security.
5.7.4.3.2 Use of a Token for Subsequent Network Access 

For subsequent access to the eNB/RNC with which the UE has a cached context and a valid Token, once the UE recognizes the eNB/RNC from the id it broadcasts, the UE uses this Token to re-initiate the security context. 
The unique eNB identity within PLMN is explicitly included in the E-UTRAN broadcast (CI in the SIB1). 
In UTRAN the RNC identity is not explicit, and as imbedded in the 28-bit CellID, may be between 12 and 16 bits. In a simplified case, the Token will be assigned per CellID resulting in multiple Tokens leading to the same context. Optimizations are possible if the UE can better identify specific RNC that holds the context. 

UE continues PDCP Counters used for ciphering and integrity protection as per the Token context applicable to the eNB/RNC. 

UE sends the Token to eNB/RNC in the RRC Connection Request procedure to do a fast establishment of the DRBs and SRBs needed for the intended service. From the eNB/RNC viewpoint, once the context is found, the session is restored as if the UE never left this eNB/RNC. 
The Token included in the Connection Request procedure is integrity protected using the respective RRC security association (Integrity Protected using KRRCInt), to allow one step validation and replay protection.
When the ENB/RNC has validated the Token and retrieved the corresponding context, the ENB/RNC does not need to contact the MME/SGSN to provide service to the UE.

An UE that wants to exchange NAS signalling (e.g. to activate a PDN connection) needs to issue a RRC Connection Request without a Token.
The process of Token use for subsequent accesses is shown on Fig.5.7.4.3.3-1.
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Fig.5.7.5.3.2-1 Use of Token for subsequent access.
In message 3 “Connection Setup Complete” UE includes the Connection ID allocated for small data, and the Token associated with the security context established during initial attach. This an all subsequent messages and data are protected by AS security associated with the Token.
5.7.4.3.3 Token Invalidation and Deletion

The contexts and the Tokens in the UE get deleted in the UE when it detaches from the network. 
The contexts and the Tokens are also deleted due to aging, when associated lifetime expires.
The context and the Token are deleted in the UE when the value of PDCP Counter approaches locally preset maximum limit, to avoid roll over. Subsequent access to the same eNB/RNC will proceed without Token, and new context will be derived.

If new AKA authentication is executed, and new KASME (or CK/IK) is derived, all existing cached Tokens and contexts in the UE are deleted. The new Token is assigned for the current new context.

If UE returns to the eNB/RNC with no Token indication, even if eNB/RNC has the valid cached context and valid Token with this UE, the eNB/RNC will delete existing Token for this UE, treat the access as an initial entry, and assign the new Token.

If UE returns to the eNB/RNC with a Token but the eNB/RNC has no valid cached context and valid Token with this UE, the eNB/RNC will reject the access attempt and require the UE to execute a full service request procedure as if this was a new eNB/RNC for the UE. 

When the UE moves to another eNB/RNC while a connectionless activity timer is still running in the UE, if the UE has a valid Token for the new eNB/RNC, it will execute an RRC connection request with a valid Token for this eNB/RNC. Otherwise the UE will execute a service request procedure in the new eNB/RNC using current key derivation procedures, and a new Token will be assigned to the new context by the new eNB.
5.7.4.3.4 Token Lifetime Management.

Different MTC applications may have different activity times and hence the Token Lifetime needed for the devices may differ from device to device. 
A uniform allocation of the Token Lifetime for all MTC devices is a simple option for eNB implementation. However, if the Token runs out too soon compared to the MTC device activity, it would need to go through the initial access procedure every time, which is not optimal. Similarly, if the Token Lifetime is too long, storage resources in the UE and eNB may become overloaded for no reason, which is not optimal either.

Another option could be an allocation based on the subscription details coming from HSS to MME/SGSN and to eNB/RNC. At the initial access, the IMSI of the device may be correlated with requirements of its subscription applications, and Token lifetime allocation may correspond to these application requirements. This option will need standardization effort.

Some intelligent eNB/RNC implementations may adapt the Token Lifetime allocation to the observed periodicity of UE activity. 

Hence there are different options for Token lifetime allocation.
************* END OF CHANGE 1 ***************
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