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Abstract of the contribution:

This contribution discusses the editorial note on domain parameters. A sample calculation on the bit-size of domain parameters is given and two editorial notes are added.
1. Introduction

During the SA3#69 meeting a contribution on domain parameters (S3-121136) was presented which resulted in an editor’s note that it is “FFS if additional parameters, e.g. the so-called domain parameters, are necessary to send or negotiate together with the distribution of the public keys in order to allow the UE to verify a signature, or whether these parameters are globally standardised, and, if so, how many sets of such parameters.”

This contribution does not resolve this editor’s note but presents details on the domain parameters for ECDSA and lists topics FFS. Furthermore it gives a sample calculation in order to estimate how much the sending of domain parameters would cost in bit-size (in minimum).  
This contribution presents a pCR to TR 33.869v020. 
Update of S3-130130 includes changes based on the discussion in the meeting SA3#70
NOTE to Editor, in Section 2 the history (changes of changes) is shown, the clean version (editor friendly :-) is attached in Section 3 (see ****start of inclusion****)
2. History of modifications
6.2.3.X
ECDSA domain parameters
DSA and ECDSA private/public key pairs are generated with respect to a particular set of domain parameters. NIST [10] states that although domain parameters may be common to a group of users and may be public information, they shall be managed so that the correct correspondence between a given key pair and its set of domain parameters is maintained for all parties that use the key pair. A set of domain parameters may remain fixed for an extended time period. The goal of this section is to estimate the minimum number of bits needed to transfer domain parameters. ECDSA uses significantly smaller public key sizes compared to DSA. Thus, in the following only details of ECDSA domain parameters are investigated.
Editor’s Note: 
For DSA a similar calculation could be done.

ECDSA is defined for two arithmetic fields: prime and binary field (representations). 
Editor’s Note: It is assumed here that prime representation will be used. Binary field curves could be used as well but further investigation might be needed. 
Domain parameters for ECDSA in the general case (see [10], Section 6.1)) are of the form (q, FR, a, b {, domain_parameter_seed}, G, n, h) where q is the field size; FR is an indication of the representation used (prime or binary); a and b are two field elements that define the equation of the curve; domain_parameter_seed is the domain parameter seed and is an optional bit string; G is a base point of prime order on the curve (i.e., G = (Gx,Gy)); n is a prime number and the order of the point G, and h is the cofactor (which is equal to the order of the curve divided by n). 

The optional domain_parameter_seed is needed to validate that the primes were generated correctly. For the purpose of public key distribution in PWS, it is assumed here that the UE does not need to validate these primes. Therefore, it is assumed that, in prime representation, for the verification of the signature the mandatory six domain parameters 

(q, a, b, G, n, h) 

need to be known by the terminal. In the following, those are further analysed based on NIST recommended elliptic curves in [10], Annex D.1. Note, these are examples; the elliptic curves selected for PWS security by SAGE may be different.

q is equal to the length of p (prime number). NIST lists for each prime p, a pseudo-random curve of prime order n. For these curves, the cofactor is always h = 1. NIST makes for reasons of efficiency the selection a ≡ -3. Thus, if we use the same values, h and a can be fixed and do not need to be provisioned to the terminal. For the field GF(p), the security strength is dependent on the length of the binary expansion of p, which is 256 as stated in [10, Table D-1]. n can then have a length between 256 and 383, this is the range recommended for 128 bit security strength as specified in [10, Table 1]. For the purpose of calculating the minimal bit length necessary to provision to the terminal, the minimum for n, i.e. 256 bit, is assumed. 

If h and a are fixed, only q, b, G, and n of the set (q, a, b, G, n, h) need to be provisioned, i.e., 256 bits for p, 256 bits for b, 256 bits for Gx and 1bit for Gy (assuming that the terminal could calculate y fast enough itself for determining G = (Gx,Gy)), and n = 256 bits. 

Thus, with the above assumptions a minimum 1025 bits would be needed to transfer domain parameters for a 128 bit strength valid set of ECDSA domain parameters. 

In summary, from a pure message size point of view it seems possible that a domain parameter set would be distributed with the public key. Even in a 2G environment (except CS) it should be possible to send one domain parameter set with the public key. However, pre-provisioning one or several domain parameter sets in the UE when new terminals are rolled out would be a more efficient approach forPWS. In particular, in a situation that needs a fast change of the public key this could be of advantage as, even without the distribution of domain parameters, the extra NAS signalling in case of a public key change could easily lead to an overload of the MME or the radio link. 

One could also think about an update mechanism for NAS similar to those for encryption algorithms. Newly standardized encryption algorithms are not downloaded to terminals but just implemented in new terminals.
Editor’s Note: 
It is FFS if additional parameters, e.g. the so-called domain parameters [10], are necessary to send or negotiate together with the distribution of the public keys in order to allow the UE to verify a signature, or whether these parameters are globally standardised, and, if so, how many sets of such parameters.

Editor’s Note: 
Domain parameter sets pre-provisioned in newly rolled-out terminals is clearly preferable from a protocol point of view. But this needs to be checked with regulators. It needs to be decided whether one or more domain parameter sets need to be provisioned.
Editor’s Note: 
It is for further study how feedback from regulators operating the PWS signing entities is gained and if the standardidation of a limited number of domain parameter sets by 3GPP is acceptable and if yes, how many sets would be needed.
3. Pseudo Change Request

*************************BEGINN OF CHANGES*********************************
6.2.3
Algorithm Agility of PWS

The network should indicate to UE which algorithm to be used. By this way, UE can obtain signature algorithm and know which signature key should be used to verify the signature of PWS Warning Notifications.

Editor’s Note: It should avoid negotiation of security information during PWS warning.

An n-bit identifier is allocated to identify the signature algorithm with the following algorithm defined in table 6.2.3.1.

Table 6.2.3.1 Signature algorithms

	Value
	Signature algorithm

	0
	128-ECDSA

	1
	128-DSA

	2-2n
	For further use


It has been agreed to limit the number of standardized algorithms to at most the two algorithms listed above. If companies or governments wants to use the “For further use”-range, the registration of new signature algorithms must be handled and approved by 3GPP.

Editor’s Note:
The number of bits in the signature algorithm identifier is FFS.

Editor’s Note:
It is FFS is the number of standardized algorithms should be narrowed down to only a single algorithm.

NOTE to Editor: the last Editor’s Note (from above) has been moved to the end of the following section, which is newly included!
6.2.3.X
ECDSA domain parameters

DSA and ECDSA private/public key pairs are generated with respect to a particular set of domain parameters. NIST [10] states that although domain parameters may be common to a group of users and may be public information, they shall be managed so that the correct correspondence between a given key pair and its set of domain parameters is maintained for all parties that use the key pair. A set of domain parameters may remain fixed for an extended time period. The goal of this section is to estimate the minimum number of bits needed to transfer domain parameters. ECDSA uses significantly smaller public key sizes compared to DSA. Thus, in the following only details of ECDSA domain parameters are investigated.

Editor’s Note: 
For DSA a similar calculation could be done.

ECDSA is defined for two arithmetic fields: prime and binary field (representations). 

Editor’s Note: It is assumed here that prime representation will be used. Binary field curves could be used as well but further investigation might be needed. 

Domain parameters for ECDSA in the general case (see [10], Section 6.1)) are of the form (q, FR, a, b {, domain_parameter_seed}, G, n, h) where q is the field size; FR is an indication of the representation used (prime or binary); a and b are two field elements that define the equation of the curve; domain_parameter_seed is the domain parameter seed and is an optional bit string; G is a base point of prime order on the curve (i.e., G = (Gx,Gy)); n is a prime number and the order of the point G, and h is the cofactor (which is equal to the order of the curve divided by n). 

The optional domain_parameter_seed is needed to validate that the primes were generated correctly. For the purpose of public key distribution in PWS, it is assumed here that the UE does not need to validate these primes. Therefore, it is assumed that, in prime representation, for the verification of the signature the mandatory six domain parameters 

(q, a, b, G, n, h) 

need to be known by the terminal. In the following, those are further analysed based on NIST recommended elliptic curves in [10], Annex D.1. Note, these are examples; the elliptic curves selected for PWS security by SAGE may be different. 

q is equal to the length of p (prime number). NIST lists for each prime p, a pseudo-random curve of prime order n. For these curves, the cofactor is always h = 1. NIST makes for reasons of efficiency the selection a ≡ -3. Thus, if we use the same values, h and a can be fixed and do not need to be provisioned to the terminal. For the field GF(p), the security strength is dependent on the length of the binary expansion of p, which is 256 as stated in [10, Table D-1]. n can then have a length between 256 and 383, this is the range recommended for 128 bit security strength as specified in [10, Table 1]. For the purpose of calculating the minimal bit length necessary to provision to the terminal, the minimum for n, i.e. 256 bit, is assumed. 

If h and a are fixed, only q, b, G, and n of the set (q, a, b, G, n, h) need to be provisioned, i.e., 256 bits for p, 256 bits for b, 256 bits for Gx and 1bit for Gy (assuming that the terminal could calculate y fast enough itself for determining G = (Gx,Gy)), and n = 256 bits. 

Thus, with the above assumptions a minimum 1025 bits would be needed to transfer domain parameters for a 128 bit strength valid set of ECDSA domain parameters. 

In summary, from a pure message size point of view it seems possible that a domain parameter set would be distributed with the public key. Even in a 2G environment (except CS) it should be possible to send one domain parameter set with the public key. However, pre-provisioning one or several domain parameter sets in the UE when new terminals are rolled out would be a more efficient approach forPWS. In particular, in a situation that needs a fast change of the public key this could be of advantage as, even without the distribution of domain parameters, the extra NAS signalling in case of a public key change could easily lead to an overload of the MME or the radio link. 

One could also think about an update mechanism for NAS similar to those for encryption algorithms. Newly standardized encryption algorithms are not downloaded to terminals but just implemented in new terminals.

Editor’s Note: 
It is FFS if additional parameters, e.g. the so-called domain parameters [10], are necessary to send or negotiate together with the distribution of the public keys in order to allow the UE to verify a signature, or whether these parameters are globally standardised, and, if so, how many sets of such parameters.

Editor’s Note: 
Domain parameter sets pre-provisioned in newly rolled-out terminals is clearly preferable from a protocol point of view. But this needs to be checked with regulators. It needs to be decided whether one or more domain parameter sets need to be provisioned.

Editor’s Note: 
It is for further study how feedback from regulators operating the PWS signing entities is gained and if the standardidation of a limited number of domain parameter sets by 3GPP is acceptable and if yes, how many sets would be needed.

*************************END OF CHANGES*********************************

