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***
NEXT CHANGE
***
G.1
General aspects

 A conference server may send and receive cryptographically protected media streams to and from participants as specified in clauses G.2 and G.3. In doing so, the conference server shall use individual keys per participant (and per media stream).

NOTE: This means the conference server does not use group keys. This way, a participant is only able to decrypt media sent to him during his presence in the conference (but not media sent out by the media server to other participants, e.g. before the participant joined or after he left the conference).

Once the conference URI has been created, the participants (including the conference creator himself) join the conference using one of the methods specified in TS 24.147 [Z1]:

-
The participant sends a SIP INVITE directly to the conference URI (how the participant learns of the SIP URI is out of scope)
-
The conference creator or conference focus sends a SIP REFER to participant which triggers the participant to send a SIP INVITE to the conference URI
-
The conference creator instructs the conference focus (either via SIP REFER or via the external interface) to send a SIP INVITE to the participant
Regardless of the method chosen the end result is always that a SIP INVITE is sent from the participant to the conference URI or vice versa. From a media security perspective, this situation is no different from a point-to-point call between two UEs.
The conference creator or a conference participant may subscribe to the conference event package as described in RFC 4575 [Z2] using the stored conference URI. Whenever there is a change to the conference state the subscription service will notify the subscribers by sending a NOTIFY request.
***
NEXT CHANGE
***
G.3
Security for conferencing based on MIKEY-TICKET

G.3.1
Conference creation and policy control
The KMS based conferencing solution relies on an external interface between the conference creator and the AS/MRFC for creating and managing conferences. The interface should enable the conference creator to create new conference URIs, set and update the list of authorized conference participants, and change other conference settings. It may also be possible to allow other conference participants to change the conference policy. The interface is not considered part of IMS and will not be standardized. It would typically be implemented as a web page or as a specific application on the UE.
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Figure Y1: Conference creation and policy control via external interface

G.3.2
User joining a secure conference

RTP and MSRP traffic shall be protected using MIKEY-TICKET in the same way as specified in Clause 7.2.3 and 7.3.3. The only difference being that one of the UEs is replaced by the conference focus. BFCP traffic shall be protected in the same way as MSRP traffic, i.e. using a TLS tunnel established with MIKEY-TICKET. In the SDP, security for BFCP is specified by using the transport “TCP/TLS/BFCP”. 

The conference focus shall verify that the UE identity (KMS UID) specified in the MIKEY-TICKET exchange is authorized to join the conference. 

G.3.3
Subscribing to conference event package

Upon receipt of a SUBSCRIBE request, the conference notification service shall verify that the sender is an authorized conference participant and, provided the verification is successful, establish the subscription to the conference state information. The state information carried in NOTIFY requests shall be confidentiality and integrity protected using the pre-shared key variant of S/MIME as described in Annex X.

***
NEXT CHANGE
***
Annex X (normative):
Pre-shared key MIME protection

Editor’s Note: This Annex was added to enable other clauses to refer to it. It will be filled with text later. 

***
END OF CHANGES
***
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