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1
Scope


The present document 
studies methodologies for specifying network element security assurance and hardening requirements, with associated test cases when feasible, on 3GPP network elements. Network element security assurance and hardening refers to protection against unwanted access to the 3GPP network element, its Operating System, and main running Application(s). The suitability of industry standard methodologies and the potential need for collaboration with bodies such as GSMA, CCRA, ISO and ITU will be assessed. The study will also consider regulatory aspects and the potential need for security certification. The suitability of the candidate methodologies will be assessed with reference to real world examples.
Editor’s Note: It is FFS how to include robustness aspects like deterministic node behaviour when facing unexpected input (e.g. malformed packet, …).
Part of the scope of this work is to conclude on which 3GPP network elements, if not all, would be subject to 3GPP network element security assurance and hardening requirements. The work will also study exactly what should constitute a 3GPP network element in the context of this study e.g. whether it should be an individual 3GPP functional entity, a group of 3GPP functional entities or some other realisation.

The study will also include assessing the extent to which individual 3GPP network elements need to be hardened beyond a common baseline and should take into consideration network elements environment. 
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