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1
Introduction
The well-known NIST publications FIPS 186-3 [X1] and special publication SP 800-57 part 1 [X2] recommend key sizes for signature algorithms usable beyond 2030. This fact is already captured in TR 33.869, Section 7.8.1.1, as part of the evaluation of solution 3. 
Because of the general relevance of this information to all solutions it is proposed to have a similar table on public key lengths as part of the overview section. Furthermore, it is suggested to add details on signature lengths, which are currently missing, in order to capture this information relevant for the later specification of message formats. Note that in earlier versions of TS 23.041, and in clause 6.2.1 of the present TR, it was assumed that the signature field contained only 43 bytes. This is not compatible with the signature lengths recommended by NIST.
It is proposed that the following pCR is agreed for inclusion in TR 33.869. 

Please note that reference [X1] has already been added to the companion pCR in S3-121136.
Revision to S3-121138
2
pCR

***********************START  OF CHANGES*************************************

6.2.x
Security level and key length of signature algorithms proposed

The following section summarizes the recommendations from NIST ([X1] and [X2]).

The security level or security strength is presented by the number of bits of security, which relates to the number of operations required to break a cryptographic algorithm or system. Recommendations for parameter choices regarding a certain security level are shown in Table XX1 (extract from [X2], Section 5.6, Table 2) and is combined with information about the security strength time frame (extract from [X2], Section 5.6.2, Table 4). 
Column 2 (FFC) indicates the minimum size of the parameters associated with the standards that use finite-field cryptography (FFC). The largest key size approved in [X1] is (L = 3072, N = 256).
Column 3 (ECC) indicates the range of f (the size of n, where n is the order of the base point G) for algorithms based on elliptic-curve cryptography (ECC). The value of f is commonly considered to be the key size.
	Bits of Security 
(and security strength time frames)
	FFC 
(e.g., DSA)
(in bits)
	ECC

(e.g.,ECDSA)
(in bits)
	Signature lengths

(in bits)

	80
(applying is deprecated till 2013, afterwards disallowed; processing for legacy use also in 2031 and beyond)
	L = 1024
N = 160
	f = 160-223
	DSA: 320

ECDSA: 320-446

	112
(applying is acceptable till 2030, disallowed in 2031 and beyond; processing is acceptable till 2030, for legacy use also in 2031 and beyond)
	L = 2048
N = 224 
	f = 224-255
	DSA: 448 
ECDSA: 448-510

	128
(Applying and processing acceptable in 2031 and beyond)
	L = 3072
N = 256
	f = 256-383
	DSA: 512

ECDSA: 512-766


Table XX1: Parameter choices for DSA and ECDSA for comparable security strength

For DSA, the key size is considered to be the size of the modulus p, where L is the bit length of p. The length of the digital signature (s,r) is twice the size of q, where N be the bit length of q. DSA will produce digital signatures of 320, 448, or 512 bits depending on the security level ([X2], Section 4.2.4.1). Note, the largest key size approved in [X1] is (L = 3072, N = 256) ([X2], Section 5.6.1).

ECDSA specifies a minimum key size of 160 bits and produces digital signatures that are twice the length of the key size ([X2], Section 4.2.4.3). For elliptic curves, the key size is the length f.

NIST specifies choices for the pair L and N. According to the recommendation ([X1], Section 4.2), a Federal Government entity other than a Certification Authority (CA) should use only the following (L, N) pairs (1024, 160), (2048, 224) and (2048, 256). A CA shall use an (L, N) pair that is equal to or greater than the (L, N) pairs used by its subscribers.
Hash functions that shall be used for providing 128 bit security strength for the generation of digital signatures for signature algorithms are SHA-256, SHA-512/256, SHA-384, SHA-512 (extracted from [X2], Section 5.6.1, Table 3).
It is recommended for DSA that the security strength of the (L, N) pair and the security strength of the hash function used for the generation of digital signatures be the same unless an agreement has been made between participating entities to use a stronger hash function ([X1], Section 4.2).
The security strength associated with the ECDSA digital signature process is no greater than the minimum of the security strength associated with the bit length of the key and the security strength of the hash function that is employed ( [X1], Section 6.4).
Editor’s Note: It needs to be verified whether broadcast channels on all radio interfaces envisaged for PWS can cope with a signature length corresponding to this security strength, e.g. with a signature length of 512 bits if the security strength is 128 bits. 
***************************NEXT CHANGE*************************************
Additions to clause 2 ‘References’
[X1]
Federal Information Processing Standard 186-3, Digital Signature Standard (DSS), 

(Revision of FIPS 186-2, June 2000), June 2009.

http://csrc.nist.gov/publications/fips/fips186-3/fips_186-3.pdf
[X2] 
Special Publication (SP) 800-57, Recommendation for Key Management, Part 1: 

General (Revision 3), July 2012.


http://csrc.nist.gov/publications/nistpubs/800-57/sp800-57_part1_rev3_general.pdf
***********************END  OF CHANGES*************************************
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