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Abstract of the contribution: This contribution provides the possible threats and requirements for group based messaging. This contribution is merger of S3-121113 & S3-121155 with updates based on discussion in SA3#69 meeting. 
Introduction:
SA2 is currently discussing the potential architectural requirements and solutions for the group based messaging. In this contribution, possible threats and the requirements for group based messaging are detailed. Further in TR 33.868 v0.10.0, the content related to group based feature (moved from the annex), is update based on the current the SA2 TR 23.887 v0.3.0.  
Discussion:
Currently SA2 is considering mechanism to distribute a group message from an SCS to those members of an MTC group located in a particular geographic area. This needs to be updated in the TR 33.868, as the existing text in TR 33.868 v0.10.0 considers all possible options discussed earlier in SA2.
For group based messaging, the security threats are similar with Public Warning System. Group based messaging would be more prone to tampering and fake triggering attacks, if there is no integrity and replay protection provided by the core network or by the SCS. 
Group messages are required to have integrity and replay protected for source verification and to mitigate tamper attack and fake group message. Further, if the broadcast message for a particular group is not protected, then private information related to particular group are revealed. An attacker can impersonate a UE belonging to a particular MTC group to get information. Therefore a mechanism should be provided to protect the confidentiality of the group message broadcasted for a particular group. However confidentiality protection is subject to regional regulatory requirements. 
For the scenario of group based messaging, symmetric cryptography cannot be used for integrity protection, as compromised UE can leak the group integrity key and the attacker can generate the group message and broadcast it through a false base-station as a genuine group message.
Requirement: Group based messages should be protected with signature and may be confidentiality protected.
Conclusion:

Based on the above discussion, it is proposed to accept the below pCR
-------------------------------pCR to TR 33.868-----------------------------------
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5.7
Group Based Feature
5.7.1
Issue Details

SA2 is currently working on group based feature which includes the following key issues: Group based Messaging, Group based Charging Optimizations, Group based Policy Control and Group based Addressing and Identifiers. SA2 is currently considering mechanism to distribute a group message from an SCS to those members of an MTC group located in a particular geographic area [26]. According to the current architecture and solutions, MTC-IWF receives a group message from SCS and forwards it to the target group of UEs.

As group based messaging can significantly reduce the overhead of network resource, it may be required to protect the group messages. 
For the UEs in one group, each may need to communicate with the network individually so an independent session key for each device may be needed. 

Editor's Note: Individual session key establishment per UE in the group need to be considered and studied further.
5.7.2
Threats

If the broadcast message for a particular group is not protected, then private information related to particular group are revealed. Therefore a mechanism should be provided to protect the confidentiality of the group message broadcasted for a particular group. However confidentiality protection is subject to regional regulatory requirements.
Group based messaging would be more prone to tampering and fake triggering attacks, if there is no integrity and replay protection provided by the core network or by the SCS. 
With a group message multiple UEs can be triggered. Therefore an unauthorized group message may cause much more severe problem compared to what a trigger to a single UE can cause. Other threats like MitM attack which were considered for non-group message also apply here with amplified effect.  

5.7.3
Security Requirements

A MTC Group is a group of UEs that can be in the same area and/or have the same MTC Features attributed and/or belong to the same MTC user. MTC Group should be identified uniquely across 3GPP networks.

Editor notes: It should be studied further, to what extent group based protection and management can be used to save network resource and improve efficiency.

There should be a mechanism by which an UE can be verified as a legitimate member of an MTC Group.
Requirements on group based messaging
· MTC-IWF should verify if the SCS is authorized to send group message to a given MTC group.
· Network should be able to distinguish group message from other messages.

· Group message that are distributed to the group of UEs should be integrity protected, replay protected and may be confidentiality protected.

· Local Group ID should not to be exposed to an entity that is located outside of 3GPP network. This includes the SCS which is outside of 3GPP network as well.
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