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Foreword

This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

Where:
x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document
1
 Scope

The present document studies the means to identify spoofed calls terminating in CS domain, where the call could have originated from either inside or outside the CS domain. This study item studies the detection of a spoofed call as the first step, and prevention as a second step if detection is achievable.
In particular, the goals of this document are:
· Outline valid threat scenarios for spoofed calls coming to 2G and 3G CS domains. 
· Analyze and evaluate if any tools in 3GPP can be used to counteract spoofed call detection and prevention.
· Study and identify any other suitable techniques or  mechanisms for spoofed call detection and prevention.

2
 References

Editor’s notes: This section lists the documents which are referenced in this TR.

3
Definitions, symbols and abbreviations

Editor’s notes: This section covers the definitions, symbols and abbreviations used in this document.
3.1
Definitions

Spoofed call: It is the practice of causing the telephone network to display a number on the recipient's display that is not that of the actual originating station.
3.2
Symbols

3.3
Abbreviations
4 Spoofed call scenarios

4.1 Background
There are a variety of methods and technologies that can be used to make spoofed calls. The most common ways are probably through leased voice line/PRI or using VoIP technology. Spoofed call is unfortunately an existing method in telecom fraud. In some regions, commonly spoofed IDs are those from authoritative organizations, emergency IDs, bank IDs and police IDs. In other regions, threats include spoofing on voicemail spoofed (privacy threats) and on premium services (commercial threats). Spoofed calls may indeed be terminated in a 3GPP mobile network – an increasing probability and threat. There are several impacts by the spoofed calls.  For example, the existence of spoofed calls lowers the trust level of telecom services, in that people may trust all networks less and less. Fraud can cause substantial loss to users and operators; it enhances the fraud effect by cheating people, and threatens to create bad reputation to also mobile networks and its services. 

In order to detect the spoofed call and to find measures to deal with the problem of spoofed calls, the most suitable methods for this problem need to be studied and described. 
4.2
Scenario X

4.3
Scenario Y

5 Security Requirements for detection
Editor’s notes: This section is intended to provide appropriate security requirements to eliminate or reduce the threats listed in above section.
6
 Candidate solutions for detection
Editor’s notes: This section discusses the candidate solutions for spoofed call detection and prevention and also satisfies all the requirements listed in the earlier section.

7
Evaluation of candidate solutions
Editor’s notes: Here we request that the proposed solution should be evaluated in the SA3 meetings and analysed to see whether it meets the requirements listed in section 7.
8
Conclusions and recommendations

Editor’s notes: Here we request that the proposed solution should be evaluated against the requirements.
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Annexes are labelled A, B, C, etc. and are "informative"(3G TRs are informative documents by nature).

A.1
Heading levels in an annex

Heading levels within an annex are used as in the main document, but for Heading level selection, the "A.", "B.", etc. are ignored. e.g. A.1.2 is formatted using Heading 2 style.
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