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1. Overall Description:
SA3 would like to thank CT6 for their LS on storing H(e)NB configuration parameters in the HPSIM.
CT6 asked SA3:

1) “Does SA3 see any security issues related to storing and accessing any of the parameters described in the attached document in the HPSIM?”
2) “If according to SA3 there are security issues related to storing some of these parameters in the HPSIM could SA3 provide guidance on the appropriate security measures required for storing and accessing these parameters in the HPSIM?”

According to SA1 requirements in TS22.220 sec 5.10 "UICC and H(e)NB":
“Optionally, the H(e)NB may support identification and authentication of the H(e)NB Hosting Party by means of a UICC-based application.”

This application may also contain information for the initial provisioning (e.g. the O&M system contact).”

The EFIMSI (IMSI) and the associated AUTHENTICATE command for AKA authentication satisfies the requirement for H(e)NB identification and authentication. SA3 did not see any security concerns with this.
The current H(e)NB security architecture specification have not specified the case where these parameters such as EFSHMS (Serving H(e)MS), EFSSeGW (Serving SeGW), EFSHNBGW (Serving H(e)NB-GW/MME), are stored outside of H(e)NB, such as the HPSIM. 
However, the assumption in SA3 is that configuration data such as one or more Serving H(e)MS address, Serving SeGW address and HNB GW Identity in the case HNB, are stored within the H(e)NB itself and securely managed using TR-069 protocol using H(e)MS as presented in clause 6.6.1 of TS32.581 and TS 33.591. Also, the SA3 understanding is that HeNB GW and MME addresses are not static

Current text TS 33.320, clause 4.4.2, requires that:

“The configuration and the software of the H(e)NB shall only be updated in a secure way, i.e. the integrity of the configuration data including the licensed radio parameters and the integrity of the software updates must be verified.”
SA3 would like to remind CT6 that if the interface between the HPSIM and the H(e)NB is not secured, the values exchanged on that interface could not be trusted by the H(e)NB. In addition, These values may be read out not only by the H(e)NB device, but also by any third party. Concerns were raised in SA3 that storing these configuration parameters in the UICC may introduce security risks that are not currently present. 
These new risks can be mitigated by means of proper configuration of the SeGW and the provisioning of a list of operator root certificates
.


  
2. Actions:

To CT6 group:
ACTION: 
SA3 kindly asks CT6 to:

· take the above information into account 

3. Date of Next SA5 Meetings:
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