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Foreword

This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

Introduction

This clause is optional. If it exists, it is always the second unnumbered clause.

1
Scope

The present study investigates the security aspects of the use cases and service requirements currently being identified by SA1 in their study (TR 22.895) on the integration of SSO frameworks with 3GPP networks for various operator authentication configurations (e.g. configurations using GBA or not using GBA).
The present study covers the investigation of the security aspects of the outcome of the items identified in the scope of SA1 TR 22.895. 
In particular, this study evaluates existing interworking solutions between SSO frameworks and 3GPP authentication mechanisms against the findings of the SA1 study. The study is not limited to evaluation of existing interworking solutions and new interworking solutions may be developed as appropriate. 
The study covers the security requirements to enable the operator to become the preferred SSO Identity Provider by allowing the usage of credentials on the UE, for SSO services, as well as ways for the 3GPP operator to leverage its trust framework and its reliable and robust secure credential handling infra-structure to provide SSO service based on operator-controlled credentials.
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TR 22.895: "Study on Service aspects of integration of Single Sign-On (SSO) frameworks with 3GPP operator-controlled resources and mechanisms".
[3]
3GPP TR 33.980: "Interworking of Liberty Alliance Identity Federation Framework (ID-FF), Identity Web Service Framework (ID-WSF) and the Generic Authentication Architecture (GAA)".
[4]
3GPP TR 33.924: "Identity management and 3GPP security interworking; Identity management and Generic Authentication Architecture (GAA) interworking".
[5]
3GPP TR 33.914: "Single Sign On Application Security for Common IMS – based on SIP Digest".
 
[x]
<doctype> <#>[ ([up to and including]{yyyy[-mm]|V<a[.b[.c]]>}[onwards])]: "<Title>".

It is preferred that the reference to 21.905 be the first in the list.

3
Definitions, symbols and abbreviations

Delete from the above heading those words which are not applicable.

Clause numbering depends on applicability and should be renumbered accordingly.

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [x] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [x].

Definition format (Normal)

<defined term>: <definition>.

example: text used to clarify abstract rules by applying them literally.

3.2
Symbols

For the purposes of the present document, the following symbols apply:

Symbol format (EW)

<symbol>
<Explanation>

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [x] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [x].

Abbreviation format (EW)

<ACRONYM>
<Explanation>

4
Relation of the present study to other related work in 3GPP

Editor’s Note: The purpose of this clause is to describe the relation of the present study to other related work in 3GPP, e.g. TR on 33.914 on SSO Application Security for IMS - based on SIP Digest. 

 Other SSO related work in 3GPP

Ongoing SA1 work

-
The recently started study was created following the “parent” study in SA1, TR 22.895[1]. SA1 is working on the use cases and service requirements.

Completed SA3 work

-
Liberty - GBA interworking, TR 33.980 [2];
-
OpenID – GBA interworking, TR 33.924 [3].
Ongoing SA3 work 

-
SSO with SIP Digest, TR 33.914 [4].  

What is the relation of this study to other work in 3GPP

This study should evaluate the completed and ongoing SA3 SSO work against the use cases and service requirements identified in the SA1 study.  

All input in this study should have a clear relation to the SA1 “parent” study, i.e. to a related use case or service requirement. This study should not be used for openly inventing new SSO mechanisms.

In particular existing solutions in other SA3 specifications are evaluated and new ones should be proposed only if the findings in SA1 point that an existing solution would not meet the SA1 findings. 

In particular the ongoing SSO SIP Digest study should describe the technical solutions for SIP digest based SSO and only the relevant aspects related to the SA1 study should be evaluated in the present study.  

5
Findings in SA1 study

Editor’s Note: The purpose of this clause is to capture the findings of SA1 study, e.g. service requirements and the use cases of integration of different Identity and SSO frameworks for various operator authentication configurations.  The findings of SA1 may also be evaluated from security perspective in the present clause. Copy-pasting of SA1 study content should be avoided.
6
Requirements identified in the present study

Editor’s Note: The purpose of this clause is to identify possible security requirements in the present study, if any.  The requirements may be general or specific to identified SSO frameworks as seen appropriate.
Requirement: 

Rationale for the requirement: 
7
Solutions for Liberty Alliance/SAML – 3GPP interworking

Editor’s Note: The purpose of this clause is to describe existing (and possible new) solutions for interworking of Liberty Alliance/SAML and 3GPP authentication mechanisms and evaluate the solutions against the findings in SA1 study. 
7.1
General
7.2
<Solution X>
7.2.1
Rationale for solution 
Editor’s Note: The purpose of this clause is to justify why the solution should be considered in the present study, i.e. if it is an existing solution, or in case of a new solution there needs to be justification why a new solution is proposed.
7.2.2
Solution description

7.2.3
Evaluation against findings in SA1 study
8
Solutions for OpenID – 3GPP interworking

Editor’s Note: The purpose of this clause is to describe existing (and possible new) solutions for interworking of OpenID and 3GPP authentication mechanisms and evaluate the solutions against the findings in SA1 study. 
8.1
General

8.2
<Solution Y>

8.2.1
Rationale for solution 
Editor’s Note: The purpose of this clause is to justify why the solution should be considered in the present study,, e.g. if it is an existing solution, or in case of a new solution there needs to be justification why a new solution is proposed. 
8.2.2
Solution description

8.2.3
Evaluation against findings in SA1 study
9
Conclusions
Editor’s Note: The purpose of this clause is to draw conclusions from the study, including possible recommendations for the way forward.
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