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1. Overall Description:

SA WG3 thanks SA WG3-LI for its LS on LI for KMS based IMS media plane security. In the LS SA WG3-LI asked SA WG3 to provide any guidance on additional security requirements related to the Xk interface, together with feedback on which is seen as the most appropriate TS in which they need to be specified.
SA WG3 would like to provide the following analysis to SA WG3-LI. The LI architecture is described by figure 7A.7.1: KMS Intercept configuration in TS 33.107 (replicated below) and it is stated that when LI has been activated in the P/S-CSCF for a target subscriber, the node will report SIP messages events on the X2 interface, as specified in section 7.A and subsections. The DF2/MF shall extract from the intercepted SIP signaling the information related to the encryption and send a request over the Xk interface to the KMS to derive the encryption keys; the request will carry also the reference to the ticket transferred by the SIP signalling between the parties involved in the communication. The KMS shall then, based on the information received from the DF2, resolve the ticket and provide the session keys to the DF2/MF over the Xk interface.
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From this description it is obvious that the Xk interface is very sensitive for attacks and has to have strong integrity and confidentiality protection, otherwise an attacker could obtain keys enabling decryption of media plane traffic for a targeted user. Use of IPSec would in principle be sufficient, in case the IPSec set-up and configuration is administered from LI management. If the IPSec set-up and configuration is not administered from LI management it is strongly recommended to use TLS to protect Xk.
HI2 will either carry plain-text intercepted traffic or encrypted traffic and the corresponding keys. In both cases sensitive information will be transported over HI2 and thus also HI2 has to have strong protection.  For this interface, adoption of TLS or FTPS is recommended.
A possible target for an attacker controlling a compromised P-CSCF/S-SCSF could be to perform a type of DoS attack on the LI system. By sending key management data which is unrelated to the media intercepted it would make it impossible for the LI system to retrieve the plain-text media for a targeted user. Note that LI systems often record encrypted media for later analysis and if the attack only is detected when the analysis is performed it would be too late for corrective actions.  Thus this type of attack should be detected immediately. One way for the KMS to verify that it delivers key material for targeted users is to let the KMS verify that the key management information is related to the identity of the targeted user. The checking procedure would be similar to how the KMS authenticates the public identities in REQUEST_INIT and RESOLVE_INIT described in clause 6.2.3.5 Authentication of public identities in REQUEST_INIT and RESOLVE_INIT in TS 33.328. The main difference would be that the public identity of the target would be included by the DF2 in its get_key request to the KMS. For the KMS to be able to perform this check it is essential that it learns if the targeted user is the initiator or the terminator in the key management procedure.
In summary we have derived the following requirements:

1. The Xk and HI2 interfaces SHALL have strong integrity and confidentiality protection.

2. The get_key request from DF2 to KMS SHALL include the public KMS identity of the targeted user. The KMS shall verify that the key management information is related to the targeted user.

and make following recommendation

1. The Xk interface SHALL be protected by TLS unless protected by IPSec under LI administration.
As the required functionality is LI specific it is the view of SA3 that it should be specified in TS 33.107 and TS 33.108.
2. Actions:

To SA3-LI:
ACTION: 
WG SA3 kindly asks WG SA3-LI to take the information into account and update their specifications accordingly.
3. Date of Next TSG-SA WG3 Meetings:
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