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*** BEGIN CHANGES ***
4
Use cases


*** NEXT CHANGE ***
5.1
Overview
The purpose of this clause is to identify 3GPP requirements for IMS media plane security. The requirements are grouped into various categories in order to ease discussion and to check for completeness. 

*** NEXT CHANGE ***
5.10
Other requirements

37.
A solution shall support the possibility to protect RTP-based IMS user plane traffic.

38.
A solution shall support the possibility to protect non RTP-based IMS user plane traffic as well as application layer messages, e.g. SIP MESSAGE. In case it turns out that a single solution may lead to undue complexity or delay in standardisation and/or deployment, it may be acceptable to standardise more than one solution. If multiple solutions are standardised, then they shall be defined within a single framework.

NOTE 1: 
An example use case for this requirement is Message Session Replay Protocol (MSRP) RFC 4975.

NOTE 2: 
Even though in the example of SIP MESSAGE a signalling message is used for transport, it can still be regarded as being part of the media plane since it carries user content and may need similar protection, e.g. confidentiality, as RTP and MSRP. 

39.
The media security solution should not require user intervention. It may, however, allow a certain degree of configurability and may support the indication of the security level of a session.
NOTE 3: 
Some key management solutions require user intervention in the sense of reading aloud an authentication string to the other endpoint. This may be an inconvenient user experience, especially for elderly or disabled persons.
40.
A party shall have the possibility to get assurance about the identity of any other party in the session when the party joins a point-to-point session.
NOTE 4: In particular, it is necessary to give the calling party assurance about the identity of the responding party (after forking, etc.). It is explained in clause 7.3.2.2 and 7.1.4.4.5 how IMS mechanisms can be used to satisfy this requirement in certain scenarios. 
41.
A calling party shall have the possibility to stay anonymous towards any called parties in the session.

42.
The user should be able to access information about the scope of protection (end to access edge, end-to-middle-to-end or end-to-end), applied security level (if needed). It should also be visible if any non-IMS operators are involved in the session set-up. This should be balanced against the usability of such a feature and complexity of realisation.
43.
It should be possible to configure the terminal to give a visible or audible warning when security is not according to a policy defined by the user.
44.
A key management solution shall support deferred delivery of media. In case it turns out that a single solution also supporting deferred delivery may lead to undue complexity or delay in standardisation and/or deployment, it may be acceptable to standardise more than one solution. If multiple solutions are standardised, then they shall be defined within a single framework.
*** NEXT CHANGE ***
6.1
Introduction

This report discusses both end-to-middle (e2m) and end-to-end (e2e) media security.

In e2m media security, media protection is applied between an IMS UE and an IMS core network node in the media path without being terminated by any intermediary. Application of e2m security is mainly a network responsibility and may be applied independently on the originating and terminating sides.

In e2e media security, media protection is applied between two IMS UEs without being terminated by any intermediary. Application of e2e media security should be controlled by the user.

Detailed descriptions of specific solution proposals are found in clause 7.

*** NEXT CHANGE ***
7.1.3
Solution description 

A precondition for a key management scheme as discussed above is that the users can establish secure connections with the key management server and that mutual authentication is provided. In an IMS environment it is natural to base the establishment of such a trusted and protected connection between the user and the KMS on GBA. In Figure 9, a conceptual architecture for the discussed key management system is depicted.

Note that if GBA is unavailable, other types of credentials like username/password, client certificates, onetime passwords and server certificates can be used for establishing mutual authentication between the user and the KMS. Such credentials may, but doesn’t have to, be related to the user’s credential used for IMS access.
NOTE: 3GPP should only specify very limited number of solutions.

Also note that the KMS does not have to be operated by the IMS operator. It could be run by an enterprise or organization, which wants to have control of the key management for its media security. This is possible as the design of the KMS user SA establishment can, as described above, be based on any type of credentials that the KMS operator find secure enough. Note, however, that this may pose additional difficulties for Lawful Interception in case the enterprise KMS is located in a foreign country.

. 

[image: image1]
Figure 9: Architecture for key management system

Note that rather than a single KMS, two different KMSs may be involved, one for user A and one for user B. This is discussed in 7.1.4.3 below. Also note that rather than a single S-CSCF, two different S-CSCFs may be involved, one for user A and one for user B.

The key management when user A wants to establish a secure media session with user B follows the following steps:

1. IMS UE belonging to user A bootstraps with the BSF to be able to establish a secure connection with the KMS which acts as a NAF. This allows the BSF to authenticate the user and the user to indirectly authenticate the KMS.

If GBA cannot be used, the IMS UE connects and authenticates to the KMS and establishes a shared key, based on a pre-established security association. The exact procedure for this pre-establishment is ffs.
2. The IMS UE engages in a MIKEY exchange with the KMS and requests a key and a ticket to include in an INVITE to user B. This exchange would likely use the yet-to-be-defined PSK-R mode of MIKEY to allow the KMS to generate the media master protection key. The ticket is confidentiality and integrity protected and includes the media master key and other information needed like receiver’s identity. In most cases the user identity should be an IMPU but for group key management a group identity or a list of users could be included.

NOTE: This solution requires extensions to MIKEY in the form of an IETF RFC. Such an Internet Draft is currently progressed in IETF.
3. The KMS generates the media master key and the ticket and sends them to the IMS UE of user A.

4. The IMS UE of user A includes the ticket in the INVITE and sends it to the IMS UE of user B. 

5. The IMS core detects the INVITE and handles the ticket in such a way that a network function, if authorized, can get access to the master media key. To get the key the network function sends the ticket to the KMS with a request to receive the plaintext key.

6. The IMS UE of user B receives the INVITE including the ticket. 

7. The IMS UE of user B connects to the KMS using GBA based MIKEY. The KMS gets an authenticated user identity this way.

The comment in step 1 applies here as well.
8. The IMS UE of user B sends the ticket to the KMS and requests the master media key contained in the ticket.

9. The KMS retrieves the master media key and other information from the ticket and checks that user B is an authorized receiver of the master media key.

10. The KMS sends the master media key and the other needed information to the IMS UE of user B.

11. The IMS UE of user B accepts the invitation and use of media security.

If user B is not registered in IMS and INVITEs are retargeted to a media mailbox supporting end-to-end protected deferred delivery, the key in the associated ticket would still be valid and the ticket should be stored together with the encrypted media in the mailbox. When user B later wants to retrieve the media from the mail box, the ticket is first sent to the IMS UE of user B, which then performs, in principle, steps 8 to 12 as described above, before the media is received.




*** NEXT CHANGE ***
7.1.5.2.2
Forking/retargeting

IETF-requirements 

R-FORK-RETARGET:  The media security key management protocol MUST securely support forking and retargeting when all endpoints are willing to use SRTP without causing the call setup to fail.  This requirement means the endpoints that did not answer the call MUST NOT learn the SRTP keys (in either direction) used by the answering endpoint.

R-DISTINCT:
The media security key management protocol MUST be capable of creating distinct, independent cryptographic contexts for each endpoint in a forked session.

How STB can create different keys in a forking scenario is explained in clause 7.1.4.4. If unprotected tickets are used the key modification can be performed by the receiving client in a corresponding way.

In TBS with protected tickets, a sender may authorize the receivers to receive the key from the KMS. For this, he can provide e.g. a list of authorized receivers. How tickets are bound to different receivers or groups of receivers is described in clause 7.1.4.2. 
RFC5479 describes that in typical forking/retargeting scenarios, the sender does not know who a call may be forked/retargeted to.  This situation is discussed in clause 7.1.4.4 and it is described how tickets can be used and generated to get media security also in forking and retargeting situations. In clause 7.1.4.4 it is further discussed how TBS can offer SIP independent assurance about the terminating side identity. This is done by firstly guaranteeing that it is a legitimate recipient of the ticket that answers the call. If the recipient is defined as a single user, this gives full assurance about the terminating side identity. A second level of assurance can be obtained by having the KMS include such identity information in parameters used in the forking key generation, see clause 7.1.4.4.5.

NOTE: 
The evaluation was actually not done against RFC5479, but against a version of an Internet Draft, from which RFC5479 evolved. 
R-HERFP:
The media security key management protocol MUST function securely even in the presence of HERFP signalling.

HERFP behaviour is that in a forked call, rejections of the INVITE sent by different endpoints may be terminated at the forking proxy and never reach the caller. A solution to fulfil this requirement can be accommodated by TBS by not allowing an answerer to send indications about key exchange failures in order to let the offerer “make another try”. 

Another IETF-requirement, mentioned under “media considerations”, is also relevant with respect to forking, in case forking leads to a multiparty session:

R-ASSOC:
The media security key management protocol SHOULD include a mechanism for associating key management messages with both the signalling traffic that initiated the session and with protected media traffic.  Allowing such an association also allows the SDP offerer to avoid performing CPU-consuming operations (e.g., Diffie-Hellman or public key operations) with attackers that have not seen the signalling messages.

With TBS, keys are exchanged in the signalling messages, so association of key management to signalling is clear. Association between key management protocol and media traffic is done implicitly through the context identification used in SRTP. In case of forking, an SIP ACK will only be sent to one of the terminating UEs.


Finally, the following IETF requirement refers to forking/retargeting:

R-BEST-SECURE:
Even when some end points of a forked or retargeted call are incapable of using SRTP, a solution MUST be described which allows the establishment of SRTP associations with SRTP-capable endpoints and / or RTP associations with non-SRTP-capable endpoints.

A simple solution to this is that the initiator offers two media streams, one protected and one unprotected. Allowing unencrypted media is of course always a security issue as the user has to be warned if media is not protected.

*** NEXT CHANGE ***
7.2
Using IMS AKA keys for media protection over the access network

7.2.1
Requirements
The following list of requirements are used as a starting point for the solution architecture:

1. The security shall be between the IMS UE and a protection end-point (MSF, Media Security Function) at the edge of the IMS trusted environment. 

2. No new credentials shall be needed for the SA (key) establishment between the IMS UE and the MSF.

3. It shall be possible to protect RTP and MSRP traffic. 

4. The IMS operator shall be able to control the use of the protection mechanism

5. The control of the protection mechanism shall be realized by SIP signaling.

The requirements are fulfilled as follows:

Requirement 1 is fulfilled by introduction of a new functionality, the MSF, which possibly could be part of e.g. an IMS Access Gateway. 

Requirement 2 can be fulfilled by basing the security on a shared secret key obtained from a shared SA used for SIP authentication and/or signaling protection. This is a straightforward solution when user authentication is based on IMS AKA and the associated CK, IK is used in the protection of the SIP signaling between the IMS UE and the P-CSCF. (The CK, IK could be passed through a PDF to generate a media security master key.) When TLS is used to protect the SIP, the shared SA in TLS may be used as the basis for derivation of media protection keys. Finally, the third option is to base the media protection keys on the “password” used in SIP digest authentication. Doing this would give a media protection which has similar strength to the user authentication which might be reasonable, assuming strong and long passwords. 


This requirement can also be fulfilled by having the client or the network generate a master key which can be used to derive the needed media protection keys and distribute this master key in SDP by eg. SDES. This would require that the SIP signaling is confidentiality protected.

Requirement 3 is fulfilled by employing SRTP and PSK-TLS. For SRTP the session keys may be e.g. generated with MIKEY. PSK-TLS has its own inbuilt session key generation mechanism. Other SA information is exchanged within SIP/SDP re-using the existing IETF SDESC mechanism.

Requirement 4 and 5 are fulfilled by defining IMS UE security capabilities which the IMS UE includes when registering. The IMS UE may then propose the use of access security or the proposal may come from the network. The network will always be able to decline an invitation / not issue one. 

7.2.2
Architecture
The architecture for IMS media access security is depicted in Figure 11. The media security master key may emanate from the CK, IK generated by IMS AKA, the master key used by TLS or from the password used in SIP digest. This media security master key is held by the P-CSCF independently of its origin..

It is indicated that the media security master key is delivered from the P-CSCF to the MSF. This is not the only way to handle the distribution; it could probably also be done via e.g. a MRFC in case the functionality would be part of an MRFP.

[image: image2.emf]UE

MSF

IP Edge

S-CSCF

SIP Signaling

P-CSCF

Media security

master key

Media


Figure 11: High level architecture for access security

7.2.3
Access security set-up

Figure 12 below shows an example signaling diagram for setting up access security. The first phase, steps 1 to 3 indicates the registration of the IMS UE access security capabilities. The following steps indicate how access security is set up in both access networks. The actual establishment of the media security is not included in the diagram.
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Figure 12: Simplified signalling diagram for access protection
1a/b 
The IMS UE registers with the IMS system by sending a REGISTER including its capabilities regarding access protection (e2æ). 

2a/b
The IMS UE is authenticated to make the registration valid.
3a/b
The IMS UE gets a 200 OK confirming the registration, and it may acknowledge support of the registered e2æ capability. 

4
The IMS UE sends an INVITE containing an offer to use e2æ protection, including parameters for key establishment. 


The originating side P-CSCF inspects the INVITE and notices that e2æ protection is proposed. As the network is capable of e2æ protection it tacitly accepts the offer and stores the decision. 

5
The originating side S-CSCF performs onwards routing to the terminating side S-CSCF. The originating network may optionally remove the e2æ indicator. If kept, the terminating network will use it as indicator that IMS UEs capable of e2æ should be selected prior other IMS UEs. 


The terminating S-CSCF inspects the INVITE and checks if the called party supports e2æ protection. 

6
The terminating S-CSCF performs service invocation and onwards routing to the IMS UE. If not present, the terminating network, configured to apply e2æ protection, inserts an e2æ protection offer before the INVITE is forwarded to the IMS UE. The offer includes parameters necessary to establish a shared SA. The SDP must also be changed to route the media via the MSF.


The terminating IMS UE accepts the INVITE including the e2æ offer. It derives the SA to be used and sends it together with a signal to the IMS UE media plane handler instructing it to enable media protection based on the that SA.

7
The terminating IMS UE answers with a 200 OK accepting the e2æ offer. The terminating P-CSCF receives the 200 OK and sees that the access security offer was accepted. It then generates a master key for e2æ protection and pushes it and other information needed to the MSF and requests that it enables media protection. 

8.
The P-CSCF forwards the 200 OK to the terminating S-CSCF.

9.
The terminating S-CSCF forwards the 200 OK to the originating S-CSCF.

10.
The originating S-CSCF forwards the 200 OK to the P-CSCF. 

The P-CSCF inspects the 200 OK and recalls the decision to use e2æ protection. It generates the master key for e2æ protection. The P-CSCF then push the master key and other information needed by the MSF and a request that the MSF enables media protection. 

11. 
The P-CSCF forwards the 200 OK to the IMS UE. The IMS UE notices that the e2æ protection offer has been accepted and derives the master key to be used. It sends the master key together with a signal to the IMS UE media plane handler, instructing the media plane handler to enable media protection based on the provided SA.

7.2.4 
Access security set-up with key mixing

A further enhancement of the methods described in clause 7.2 is the following method of key mixing.
The security of e2m media plane protection is under current assumptions in the TBS (unprotected ticket) and SDES solutions based on the fact that SIP signaling between the IMS UE and the P-CSCF is secure. This means that media plane security cannot be guaranteed if this signaling link is unprotected or only integrity protected; confidentiality protection is thus required for the SIP signalling.  

Note that it would be possible to combine the use of end-point generated keys as described for TBS and SDES with a shared secret as describe here in clause 7.2 by mixing the two keys together. If we do this, the requirement on having SIP signaling confidentiality protected over the access link would go away when a shared secret exists and the security would in general be improved. Adopting a solution including such key mixing would mean that the solution would be able to cope with both the situation that a shared secret exists and the situation that there is no shared secret. 

The effect of the key mixing would of course be only beneficial when SIP signalling is unencrypted. The key mixing would guarantee that intercept of the plain signalling would not help a wiretapper in obtaining the media key in plaintext. Applying key mixing also when the SIP signalling is confidentiality protected would not give any substantial increase in security, but would neither be detrimental. It would however help converge procedures and avoid having to handle different security set-up cases, given that a shared key exists. 

To have a straightforward solution it could be considered to use key-mixing only when user authentication is based on ISIM and AKA. In this case the Ck, Ik will be available in the P-CSCF and a key which could be combined with an end-point generated key could, as indicated in clause 7.2.1, easily be derived. Note that there is no requirement that the initiating end requests that such key mixing takes place as both ends will a priori know when ISIM and AKA is used for authentication and the IMS UE will by signalling know the location of the other media security termination point.

Assume that an initiating IMS UE generates a key K_ep and that the IMS UE and the P-CSCF share Ck and Ik, the key to be used for media protection could in principle be derived as K = PRF(Ck, Ik,  K_ep).

NOTE: A replay mechanism needs to be defined.

*** NEXT CHANGE ***
8
Conclusions

For Release 9 the following solutions are to be included in normative specifications:

· SDES described in clause 7.3 for e2ae and e2e media protection.

· MIKEY-TICKET described in clause 7.1 for high security e2e media protection.

*** END OF CHANGES ***
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