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5.2.2.2
TLS case

After establishing a interconnect agreement and finishing the required preliminary certificate management operations as specified in clause 5.2.1, the operators configure their TLS entities for secure interconnection. The exact process for establishing the TLS connections is dependent on the application protocol and is outside the scope of this specification. However, the general flow is described in the remainder of this clause.

The local Interconnection CA and TLS client/server CAs are configured as trusted CAs in the TLS entity typically by storing them in a file of trusted CAs on the TLS entity. The cross-certificates on the TLS client/server CAs of the remote operator are also made available to the TLS entity, e.g. by storing them in a file of trusted CAs on the TLS entity, or by storing them in a local CR (Certificate Repository) which all TLS entities that need to communicate with the other domain shall access e.g. using LDAP. Because of the cross-certification, any operator whose TLS client CA or TLS server CA has been cross-certified by another operator can establish TLS connections with that other operator.

The following is the connection establishment from the point of view of a TLS client in Operator A (TLSa) and a TLS server in Operator B (TLSb). The case where the TLS client is in Operator B and the TLS server is in Operator A is treated in a similar fashion. The flow is based on the TLS handshake protocol as described in RFC 5246 [16].
-
During connection initiation, the TLSa sends a ClientHello message to TLSb. TLSb responds with a ServerHello message followed by a ServerCertificate message, a ServerKeyExchange message, an optional CertificateRequest message and a ServerHelloDone message. The ServerCertificate message will contain TLSb's certificate that was issued by Operator B's TLS server CA. The CertificateRequest message is sent if TLSb wants to authenticate TLSa. 

-
TLSa receives the messages from TLSb

-
TLSa verifies the ServerKeyExchange message using TLSb's public key

-
TLSa checks the validity of TLSb's certificate by a CRL check to Operator B’s CRL databases. If a TLS peer cannot successfully perform the CRL check, it shall treat this as an error and abort the TLS handshake

-
TLSa verifies TLSb's certificate using the cross-certificate for Operator B's TLS server CA by executing the following actions:

-
TLSa fetches the cross-certificate for Operator B's TLS server CA from Operator A's Certificate Repository, from a local cache of the Certificate Repository on TLSa, or from a local certificate store on TLSa if a separate Certificate Repository is not used.

-
TLSa checks the validity of the cross-certificate for Operator B's TLS server CA by a CRL check to Operator A's Interconnection CA CRL database. If a TLS peer cannot successfully perform the CRL check, it shall treat this as an error and abort the TLS handshake;

-
TLSa verifies the cross-certificate for Operator B's TLS server CA using Operator A's Interconnection CA's certificate if the Interconnection CA is not a top-level CA, otherwise the Interconnection CA's public key is implicitly trusted.

-
If TLSb requested a certificate using the CertificateRequest message, then TLSa responds with a Certificate message followed by a ClientKeyExchange message, a CertificateVerify message and a Finished message. The Certificate message is only sent if the Server requests a certificate. If present, the Certificate message will contain TLSa's certificate that was issued by Operator A's TLS client CA. The CertificateVerify message is only sent if TLSa’s certificate has signing capability. It is used to provide explicit verification of a client certificate. 

-
TLSb receives the messages from TLSa

-
TLSb verifies the ClientKeyExchange and optional CertificateVerify message using TLSa’s public key

-
TLSb checks the validity of TLSa's certificate by a CRL check to Operator A's CRL databases. If a TLS entity cannot successfully perform both CRL checks, it shall treat this as an error and abort the TLS handshake

-
TLSb validates TLSa's certificate using the cross-certificate for Operator A's TLS client CA by executing the following actions:

-

TLSb fetches the cross-certificate for Operator A's TLS client CA from Operator B's Certificate Repository, from a local cache of the Certificate Repository on TLSb, or from a local certificate store on TLSb if a separate Certificate Repository is not used.

-
TLSb checks the validity of the cross-certificate for Operator A's TLS client CA by a CRL check to Operator B's Interconnection CA CRL database. If a TLS entity cannot successfully perform the CRL check, it shall treat this as an error and abort the TLS handshake

-
TLSb verifies the cross-certificate for Operator A's TLS client CA using Operator B's Interconnection CA's certificate if the Interconnection CA is not a top-level CA, otherwise the Interconnection CA's public key is implicitly trusted.

-
TLSb sends a Finished message to complete the handshake

-
TLSa receives the Finished message to complete the handshake

If the handshake is successfully completed then the secure communications can take place over the TLS connection.

************************** start of next change *********************

Annex E (normative):
TLS protocol profile

TLS end points shall support TLS with the following resrictions and extenstions, except those TLS endpoints that have been defined for GBA in TS 33.220 [10] and for IMS in TS 33.203 [9]. Both TS 33.203 [9] and TS 33.220 [10] contain their own TLS CipherSuite requirements.
· SSL 3.0 shall not be used as it is outdated.

· At least TLS 1.1 [17] shall be supported. TLS 1.2 [16] should be supported.

· The rules on allowed and mandatory ciphersuites given in TLS 1.2 [16] shall be followed. Ciphersuites with RC4 should not be used.

NOTE: 
This specification contains TLS profile requirements when both TLS endpoints belong to an NE. However if a new TLS based UE to NE profile needs to defined, then this can be based on the existence of the above ciphersuites, if this NE needs to implement a TLS profile for NE to NE communication

*****************End of changes*************************
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