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1. Overall Description:
SA3 discovered the following mismatch between TS 33.234 and TS 24.234:
TS 33.234, clause 6.1.1.1, states in step 7: “…, this new request of the user identity [i.e. by means of EAP Request/AKA Identity] can be omitted by the home operator if there exist the certainty that the user identity could not be changed or modifies by any means in the EAP Response Identity message. [typos from the original]”. A similar statement corresponding to the use of EAP-SIM is contained in TS 33.234, clause 6.1.2.1. These statements directly contradict TS 24.234, clause 6.1.1.3.1, which states “The 3GPP AAA server shall always (re)request the user identity, using EAP-Request/AKA-Identity or EAP-Request/SIM/Start, in order to ensure that it has an unmodified copy of the identity, regardless of the identity the 3GPP AAA server received in EAP-Response/Identity (see IETF RFC 4187 [9] and IETF RFC 4186 [10] for details on this requirement).”.
SA3 note that, while the use of EAP method specific identity requests is not mandated in RFC 4187 nor in RFC 4186, RFC4187 also states: “For this reason, it is RECOMMENDED that the EAP peer and server use the method-specific identity attributes in EAP-AKA, and the server is strongly discouraged from relying upon the EAP-Response/Identity.“ while in RFC 4186 the identity requesting attribute is optional.
Opinions at SA3#58 were split on how to resolve the above mismatch. SA3#58 agreed, however, to accept the guidance from CT1 on this issue as it seems more a protocol issue than a security issue.
2. Actions to CT1:

SA3 kindly asks CT1 to inform SA3 whether CT1 agrees with SA3 that the mismatch between TS 33.234 and TS 24.234 described above has to be corrected. If so, CT1 is asked to inform SA3 whether CT1 will change TS 24.234 to align it with TS 33.234, or whether CT1 prefers SA3 to change 33.234 to align it with TS 24.234.
4. Date of Next TSG-SA WG3 Meetings:
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