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GSMA SG discussed the draft 3GPP feasibility study on the remote management of the USIM application in M2M equipment (3GPP TR 33.812) at its May 2009 meeting. The document studies how networks could provision remote management of USIM/ISIM application in M2M equipment in a secure way in a 3GPP system and SG’s thoughts on this matter are outlined below.
The security of the 3GPP standards is based on the control and protection of the UICC. Operators purchase UICCs from specialist manufacturers and specify the necessary cost effective security requirements and procedures. 3GPP defined technology is dependent on the business relationship between the Operators and the UICC supplier, and change to this relationship has the potential to significantly change the risk model.

Although significant progress has been made by some manufacturers in recent years, the security of devices is such that they have been compromised in many ways in the past. It has therefore been very beneficial for user authentication credentials to be stored in a security element (UICC) that is separate from the mobile equipment.

The only proposal in the TR that was acceptable to GSMA SG representatives was the Alternative 2 where operator change was performed by physical replacement of the UICC in the device.

GSMA SG also questioned the requirement to have physical binding of the UICC to the M2M ME that prevented removal of the UICC as detailed in section 4.2. SG believes that a logical secure association between the UICC and the ME could be achieved so that the UICC could only be used in the M2M equipment.

GSMA SG is grateful for the opportunity to review the draft feasibility study and it would be grateful if SG’s views on this matter can be taken into account. Furthermore, SG would be grateful if it could be informed of further developments on this issue and if future versions of the feasibility study could be shared with SG for further review.
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