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1. Introduction 

This contribution provides an updated version of the pCR in S3-090076, taking the comments in contribution S3-090227 and off/line discussion into account. 

2. Proposal

It is proposed that the updated pCR is agreed with the exception of clause 6.1.5.1.7 on Backward Compatibility and Migration which shall be agreed via an email discussion.
***   Start of change   ***
6.1.5
Evaluation of solution against requirements.

6.1.5.1 
Compliance of TBS with 3GPP Requirements

For each requirement group in clause 5, 3GPP as well as IETF requirements are given. This clause only discusses the 3GPP requirements. It is structured in the same way as clause 5. 
***   Start of next change   ***
6.1.5.1.2
Security Requirements
The TBS is in principle a stand alone key management function which can support keying of any type of media protection protocols including protocols supporting deferred delivery. In the following discussion of the compliance with the security requirements, it is therefore assumed that user plane traffic is properly secured based on the keys established using TBS.

If unprotected tickets are used the SIP traffic has to be secured, i.e. integrity and confidentiality has to be provided for all IMS signalling traffic and especially for the signalling traffic between the UE and the P-CSCF. The security requirements and the needed/offered security for unprotected tickets are exactly as described for SDES in clause 6.4.2. Use of unprotected tickets will exhibit the same security features as SDES in a non-IMS environment. The level of trust may or may not be lowered by the involvement of foreign networks. 
The conclusion is that unprotected tickets will comply with the 3GPP security requirements in exactly the same way as SDES does. 

A TBS with a KMS will protect the tickets themselves, independent of any SIP signalling protection assumptions, and thus provides security on its own. It will also protect tickets and key information while stored or handled in SIP proxies. TBS may also implement different authorization and group key management schemes, i.e. they support secure group communication using a group key. This ticket protection mechanism is independent of IMS and may be extended to cover also non-IMS environments. 
The KMS itself may be a target for attacks. It should be protected in the same way as would a BSF in a GAA/GBA deployment.
6.1.5.1.3
Requirements Related to SIP Based Call Features

Concerning forking/retargeting and support of early media, clause 5 doesn't state 3GPP specific requirements – only the IETF requirements apply, cf. further below.

TBS supports secure multiparty communications.

***   Start of next change   ***
6.1.5.1.6
Requirements Regarding the Access Network Type

TBS complies with these requirements, in the following way:
· it is access network independent;

· it may or may not leverage the IMS security architecture depending on user requirements (for protected tickets, it requires an additional KMS-infrastructure and for unprotected tickets its not required);

· it may or may not work independently of any of the different authentication methods defined for IMS.

6.1.5.1.7
Backward Compatibility and Migration
TBS complies with these requirements. In particular, keys and other parameters can be negotiated individually for each call.  When protected or unprotected tickets are used downgrading attacks cannot be performed if secure SIP signaling is assumed. 
With protected tickets, protection against downgrading attacks can be achieved without the secure SIP signalling assumption. Downgrading attack could be mitigated by policy control in the terminal together with making the applied security level visible to the user.

6.1.5.1.8
Other Requirements

Note that TBS is specified to be independent of the media transport, still allowing tickets to be bound to certain media types and media protection protocols. TBS supports both transport and application layer media protection protocols.
6.1.5.2
Compliance of Ticket Based System with IETF Requirements 

In this clause, not every IETF requirement is discussed in detail but the important current IETF requirements are covered.

6.1.5.2.1
Security Requirements

The strongest security requirement that currently contain is requirement 

R-ACT-ACT: 
A solution must provide a mode where an attacker, for performing a successful attack, must be active in both the signalling and the media path, and where such an attack would be detectable by the end users. 

TBS with protected tickets fulfils this requirement. Unprotected tickets will, in the same way as SDES, of course fail if it is assumed that an attacker can compromise a SIP proxy on the signaling path.
***   Start of next change   ***
6.1.5.2.3
Early Media
The IETF requirement is

R-AVOID-CLIPPING:
The media security key management protocol SHOULD avoid clipping media before SDP answer without requiring Security Preconditions [RFC5027].

TBS will in principle, if the mechanisms to guarantee that different terminals will have different keys in forking scenarios are deployed, need an SDP answer before decryption of media can start which means that encrypted media would be clipped before that. However, 3GPP generally assumes SBCs in the media path that block media before SDP answer anyway and thus TBS does not lead to specific problems here.

As discussed in the corresponding clause for SDES, it may also be considered to allow the usage of unencrypted early media and apply protection only to media after the SDP answer. A straightforward solution here would be for the initiator to offer one plaintext media port and one port for protected content. Such an approach would be in line with the most common way of handling early media in IMS today. It would also obsolete the  IETF-requirement:

R-ALLOW-RTP:  A solution SHOULD be described which allows RTP media to be received by the calling party until SRTP has been negotiated with the answerer, after which SRTP is preferred over RTP.

Allowing unencrypted media is of course always a security issue as the user has to be warned if media is not protected.


6.1.5.3
Summary Requirement Compliance

TBS offers a framework which can encompass user groups with differing security requirements. The framework also includes the possibility to allow specific user groups to handle their key management.  TBS with a KMS will offer a solution which would comply with all security requirements. Unprotected tickets could be an alternative for environments in which security requirements aren't that strict. Thus TBS offers great flexibility. 
The high security provided by TBS solution must be balanced against implementation and performance.

***   End of changes   ***
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