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1. Overall Description:

SA3 thanks RAN3 for their LS on CN assisted access control in 3G HNB related questions. SA3 would like to respond to the RAN3 questions as follows: 

1) Possibility of the UE reporting a spoofed (i.e. falsely constructed) IMSI instead of its own IMSI upon first entry of a HNB cell (e.g. by LAC, IMSI coordination) or if UE can be regarded tamper-proof. 

The UE can not be regarded tamper-proof. In fact, the UE could report a false IMSI to the network, but this would be detected because the activation of the existing security context for that particular IMSI will fail or subsequent authentication will fail. As a consequence, a rogue UE could bypass the HNB access control and temporarily occupy radio resources it is not entitled to use. However, this problem is not deemed to violate the cited SA3 requirement “10) UE's shall, unless performing an emergency call, be authenticated and authorized by the user home network before receiving service from the H(e)NB (Threat 5, 13).“, because “receiving service” refers to making calls etc. rather than making (unsuccessful) attach attempts.

It should be noted that the HNB Access Network should use TMSI rather than always requesting the IMSI in the clear.

2) RAN3’s assumption that the initial UE message including Location Update Request will subsequently always trigger authentication and security mode procedure from the CN thus validating the authenticity of the UE IMSI.

It is not required that the network authenticates every Location Update Request. An existing security context can be re-used after Location Update. A rogue UE could report a fake IMSI or TMSI, but it does not know the security context of a legitimate UE. So this attack case would fail with the subsequent Security Mode Command. So this has a similar effect as if a full authentication is requested after Location Update.
3) Possibility of the HNB reporting a spoofed IMSI to HNB GW instead of received IMSI from the UE via ‘Identity Request’ message or if HNB can be regarded tamper-proof.

A compromised HNB could report a spoofed IMSI to the network, this attack is similar to the question 1 where a UE report a false IMSI. Therefore, it should be noted that the CN assisted access control should use TMSI rather than always requesting the IMSI in the clear. 
SA3 will specify HNB device security measures that will make it adequately difficult for an attacker to compromise a HNB. 
4) If there is any threat of tampering of the IMSI at the UE or HNB, RAN3 kindly requests SA3 to share any views and/or mechanisms which will counter and nullify the threat.
As indicated above, tampering the UE will be detected in the network. HNB compromise will be countered by technical measures locally in the HNB, and possibly by additional measures in the network (such as remote attestation).

It should be noted that UMTS/EPS users would still be exposed to active attack mentioned in question 1, which are not prevented by the security architecture. In summary, SA3 does not deem the spoofed IMSI attack as critical, and the gains for an attacker are low. It is essential, however, that the HNB uses the same IMSI both for access control as well as for subsequent procedures such as authentication. Otherwise, a rogue UE could report a fake IMSI at first attach in order to bypass access control, and then use its true IMSI if the HNB requests it again for subsequent procedures.
2. Actions:

To RAN3

SA3 would like RAN3 to confirm that HNB will use the TMSI mechanism rather than always requesting IMSIs in the clear.
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