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1
Introduction
This contribution records the Ericsson views on the entries for SDES and the ticket based system in the e2e comparison table, which is to be included in TR 33.828. 
Note that the entries for the ticket based solution are based on the assumption that there is no use of unprotected tickets. Evaluating a ticket based system using unprotected tickets would give a column almost identical to that of the SDES solution.

2
Proposal
It is proposed that the table below (showing tracked changes) is taken as the starting point for agreement on the technical evaluation of the SDES and ticket based system.proposed solutions.
	#
	Requirement from clause 5
	"SDES" according to clause 6.4
	"Ticket" according to clause 6.1
	"Otway-Rees" according to clause 6.5 

	1
	Lawful interception requirements SHALL be met.
	Yes

Signalling + media
	Yes

Signalling + media + KMS functionality
	

	2
	The lawful interception solution SHALL not require the operator to reveal information to the interception agent that would allow him to intercept user communications that are outside the terms of the intercept warrant.
	OK 

Keys are per session
	OK

Tickets/keys are per session.

	

	3
	It SHALL not be possible for users to determine whether their communications are subject to lawful interception.
	OK
	OK
	

	4
	It SHALL be possible to protect IMS user traffic against eavesdropping, modification, spoofing, and replay on access network interfaces and access network nodes
	OK if signalling plane protection is provided, otherwise not ok.

Note that keys are handled in plain in all signaling nodes
	OK
	

	5
	It SHOULD be possible to protect IMS user traffic against eavesdropping, modification, spoofing, and replay on core network interfaces and at core network nodes.
	OK if signalling plane protection is provided, otherwise not ok.

Note that keys are handled in plain in all signaling nodes
	OK
	

	7
	A key management solution SHALL be based on user identity (i.e. IMPI/IMPU).
Note: IMS signalling integrity and assertion of identities lets a caller know who he is talking to (IMPI/IMPU). Caller can decide to cancel the call if it is terminated by an undesired callee


	NOK

Keys are independent of user identity and authorization for use can't be implemented independent of IMS signalling 

	OK

Keys can be tagged for use only by authorized users.
	

	19
	A key management solution SHALL support secure multiparty communications (i.e. key management to distribute a group key) where the server relaying multiparty communication (e.g. a conference bridge) does not know the group key.

	NOK?

The same key can be sent to several receivers.

The controlling function of the server will know the key.


	OK

The same key can be sent to several receivers.

The content of the ticket can be made inaccessible to the controlling function of the server.


	

	20
	A key management solution SHALL support secure multiparty communications (i.e. key management to distribute a group key) where the server relaying multiparty communication (e.g. a conference bridge) knows the group key.
	OK
	OK

The controlling function of the server can be authorized to access the content of the ticket.


	

	21
	Encryption and integrity protection of user media SHOULD be applied on an end-to-end basis, where possible, to save on network resources and to avoid restrictions on media plane routing.
	OK


	OK

	

	22
	Where it is not possible to provide protection on an end-to-end basis due to cost or complexity reasons, then solutions SHOULD be developed which terminate user plane security in an appropriate network element (e.g. at a conference bridge, a transcoder, an application server or at interworking gateways with non-IMS networks).
	OK
	OK


	

	23
	It SHOULD be possible for operators to be able to terminate media plane security in the network in some cases, e.g. if the operator needs access to the media for content control purposes
	OK
	OK


	

	24
	A solution SHOULD support media recording of protected media for later forwarding (ffs).
	NO
SDES only supports SRTP which only can be stored in plain for later replay.


(Extensions would be needed to allow SDES to convey keys for other cryptographic protocols, if this is needed for the support of media recording. 
	OK

Tickets can carry keys for media protection allowing recording and retransmission of protected media, e.g. ISMAcrypt or PSS
	

	25
	Multiple solutions SHOULD be avoided to reduce complexity in the network and to maximise interoperability between user devices
	NOK
SDES does not fullful requirements from all user groups and all use cases






	OK


.
	

	26
	The requirement for new functions on the user’s smartcard SHOULD be avoided unless it would provide significant and cost effective benefits
	OK

No new functions.
	OK

No new functions.
	

	27
	The solution SHOULD support the possibility to protect user traffic on an end-to-end basis between IMS-capable and non IMS-capable user equipment
	OK

Is possible if both endpoints support SDES

	OK
Is possible if both endpoints support the ticket based solution.


	

	28
	The solution SHALL have minimal impacts on already deployed network entities
	OK

If it shall be possible to terminate security in several nodes then all of these will of course be influenced.

	OK



If it shall be possible to terminate security in several nodes then all of these will of course be influenced
	

	29
	A media security solution SHALL assume that messages cannot be sent over the media path until the media session has been established
	OK
	OK
	

	30
	A media security solution SHALL assume that only media traffic can be sent over the media path
	OK
	OK
	

	31
	Media security solutions for media protection and key management SHALL cover both end-to-end and end-to-middle media protection scenarios
	OK
(SDES can be used for e2m protection)
	OK
	

	34
	The solution SHOULD scale well for large numbers of users.
	OK


No network effort at all in e2e scenarios. When encryption has to be terminated at a network node then the same scalability considerations apply as for the access solution.
	OK

No network effort at all in e2e scenarios. 
KMS grows proportional to number of users to support. 
When encryption has to be terminated at a network node then the same scalability considerations apply as for the access solution.
	

	35
	The solution SHOULD be cost effective.
	OK


e2e security with no significant costs in the network; costs arise, however, in e2m scenarios, similar to the access solution.
	OK?
May be OK given the high security offered, but the costs of the new KMS infrastructure are yet to be determined. 
	

	36
	The solution SHOULD not adversely affect performance of IMS services. In particular, there should be no significant increase in call set-up delay and no media clipping
	OK
	OK?
The extra signalling to the key KMS may or may not adversely affect the performance of the IMS service (ffs).


	

	37
	The solution SHALL support the possibility to provide protection on an end-to-end basis between any IMS-capable UE regardless of what type of access technology they use (fixed DSL, WLAN, cellular, etc.)
	OK

Solution is access network independent
	OK

Solution is access network independent
	

	38
	The key management solution SHOULD be based on the existing IMS access security architecture, so that no special user registration or user involvement is required, and so that existing infrastructure can be re-used
	OK
For simple implementation of network support registration of terminal capabilities is needed.



	OK?
For simple implementation of network support registration of terminal capabilities is needed.
Infrastructure must be enhanced (KMS)
	

	39
	Since the IMS client may use different access authentication methods, both smartcard and non smartcard based, the key management solution for end-to-end security SHALL be able to work independently of any of these authentication methods.
	OK
	OK
	

	40
	Media security SHALL be mandatory to implement for UEs and networks and optional to use for UEs.  
	This is no characteristic of the solution
	This is no characteristic of the solution
	

	41
	The media security solution SHALL allow a UE to negotiate media security settings for each individual call.
	OK
	OK
	

	42
	The negotiation of media security MUST be protected against downgrading attacks
	OK
 
(Assuming signalling plane protection)
	OK


	

	44
	A solution SHALL support the possibility to protect RTP-based IMS user plane traffic.
	OK
	OK
	

	45
	A solution SHALL support the possibility to protect non RTP-based IMS user plane traffic.
	NO?

SDES is only defined for SRTP. Extension needed.


(Note that SDES is designed for extendibility. 
	OK
	

	46
	A solution SHALL support the possibility to protect application layer messages, e.g. SIP MESSAGE
	NO

SDES assumes secure signaling, by this assumption also SIP message is protected, but it is true that the SDES is not suitable to protect arbitrary application layer messages. 
	OK
	

	47
	The media security solution SHOULD not require user intervention
	OK

This is possible. It should be policy driven
	OK

This is possible although not always wanted by all user groups.
	

	48
	A party SHALL have the possibility to get assurance about the identity of any other party in the session when the party joins a point-to-point session.

	NO


	OK

Tickets can be made accessible only to a defined user. This property could be used to provide extra assurance on top of the one provided by SIP signaling.
	

	49
	A calling party SHALL have the possibility to stay anonymous towards any called parties in the session
	OK

By IMS means.


	OK

By IMS means together with an anonymous ticket carrying no information about the sending party. 
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