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Abstract of the contribution: This contribution proposes to add some security requirements relating to S2c Access over a Trusted Network
Discussion
Contributions S3-080481 and S3-080484 raised some security requirements on S2c Access over a Trusted Access. This contribution captures these requirements in TS 33.402 using the following pCR. It is proposed that the pCR is accepted.  
Proposed change to TS 33.402

9.2.1 DSMIPv6

9.2.2.1 General 

The DS-MIPv6 security is based on IPsec as defined in RFC4877 [2]. The IPsec security association is established between the UE and the node acting as HA (i.e. PDN GW). 

The following principles apply:

· The UE and the HA use IKEv2, as specified in RFC4306, in order to establish IPsec security associations.

· Public key signature based authentication with certificates, as specified in RFC 4306 [3], is used to authenticate the HA. The HA shall authenticate itself to the UE with an identity. This identity shall be the same as the FQDN of the HA if the HA is found via DNS cfr. TS 23.402 [5]. 

· EAP-AKA within IKEv2, as specified in RFC4877 [2] and RFC 4306 [3], is used to authenticate UEs, which contain a USIM.

The following properties are needed to provide secure S2c over a Trusted Non-3GPP Access:

· The Trusted Access will authenticate the UE and provide a secure link for the data to be transferred from the UE to the Trusted Access;

· The Trusted Access protects against source IP address spoofing;

· The Trusted Access and PDN GW will have a secure link between them to transfer the user’s data across;

· The Trusted Access and EPC need to co-ordinate when the UE detaches from the Trusted Access in order to ensure that the IP address that was assigned to the UE is not be used by another UE without EPC being aware of the change (i.e. enable the PDN GW to remove the CoA address binding for the old UE).

These properties ensure that the traffic the PDN GW is receiving has originated at the UE while UE is attached to the Trusted Access. 

Note 1: If Trusted Access and EPC do not co-ordinate regarding UE detachment then the UE that was re-assigned the IP address would be capable of impersonating traffic until the binding in PDN GW timed out. This impersonation problem can be mitigated by, for example, ensuring that IP address is not re-allocated until after the MIP Binding has expired or IKE Dead Peer Detection has been run. 

Note 2: Procedures internal to the Trusted Access are outside the scope of this specification. 

Editor’s note: it is ffs whether and how to ensure by provisions in this specification that the above conditions are met. In particular, requirements on access authentication are ffs.
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