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1. Overall Description

In their meeting 14bis TISPAN has produced LS 14bTD515r2 informing SA3 of the decisions by TISPAN regarding SIP Digest work. This LS is attached in S3-070592. LS 14bTD498r2, attached as S3-070605, contains further details and references for the work transfer.
During SA3 #48, the CR to 3G TS 33.203 S3-070635 “Procedures for Digest and TLS” was approved, which contains stage 2 procedures for Digest and TLS in IMS. 
TISPAN LS 14bTD515r2 states the following:
"On the provided stage 2 CR, TISPAN would like to comment as follows:

· The Annex N should state that “SIP digest is Optional but if provided it shall be implemented as described in this annex.”
· We observe that the relationship of the annexes to the main body of the document (33 203) needs to be clarified. It is not clear from the document what is optional to implement?

· We propose to move the statements “SIP digest shall not apply to 3GPP access networks….SIP digest shall not be used in conjunction with IPsec”, to the beginning of the annex N.

· We also propose that the SA3 CR summary of change as edited in the following should be added to Annex N: “The procedures are optional, backwards compatible and do not impose requirements when the core IMS is accessed by an IPcan which is a 3GPP defined access network”.
SA3 feels the TISPAN stage 2 concerns listed in 14bTD515r2 were addressed. 

LS 14bTD515r2 also states the following:

" TISPAN WG3/WG7 also discussed the idea (still under consideration within 3GPP SA3) of possible Enhancements to the access security to enable TLS. As TISPAN aim to IMS-AKA as target solution and as TISPAN do not consider HTTP digest as a long-term one, TISPAN believe that the specification of mechanisms adding additional complexity in order to enhance the HTTP digest authentication providing also Message confidentiality, integrity and proof of origin (e.g. TLS) would be acceptable only if specified as optional."

SA3 feels this concern was addressed, as CR S3-070635 specifies that TLS procedures are optional.

LS 14bTD515r2 states the following:

"After reviewing S3-070467, TISPAN WG3/WG7 basically supports the approach proposed by 3GPP SA3, however during the discussion it was raised that generating the nonce by the S-CSCF (instead of by the UPSF/HSS) is not compatible with the TISPAN Rel-1 specifications, where some HTTP digest-related aspects (e.g. AVP codes and their mandatory or optional status) were specified in the informative Annex ZA of TS 183 033 v1.1.1. For this reason, TISPAN believe that the above-mentioned aspects shall be taken into account in the 3GPP work on HTTP digest." 

At SA3 #48, the network element performing nonce generation was not decided by SA3 because SA3 felt that it made little difference from a security point of view where the nonce was generated, provided a good random number generator is also provided in the S-CSCF if the nonce is generated there. Options, such as the use of SIP Digest to authenticate non-registrations, which were agreed in S3-070635, should be taken into consideration when examining this issue. Performance considerations and consistency with existing procedures may also impact the decision process. 
CT1/CT4 are kindly asked to take a decision on the question where the nonce for Digest shall be generated, and proceed with Stage 3 procedure development for SIP Digest and TLS, based on the attached CR in S3-070635, which is submitted for approval to SA#37.
CT1 and CT4 are also asked to note the Editor's note in clause N.2.1 of S3-070635.

2. Actions:
SA3 would kindly ask CT1/CT4 to proceed with Stage 3 procedure development for SIP Digest and TLS considering the information provided by SA3 and TISPAN, as well as determine the location of nonce generation for SIP Digest.
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