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1. Overall Description:
SA3 thanks SA2 for their LS on NAS security setup during Attach procedures. SA3 discussed the LS and can provide the following responses to SA2:
“Q1. Is it a feasible approach, to preserve NAS security context information in the UE and the MME after a Detach procedure  and to reinstate NAS security without any explicit NAS message exchange between the UE and MME? In this case the Attach Request message would be integrity protected enabling the MME to validate both the S-TMSI and its ownership. Can this message also contain encrypted information elements in this case?
Response: It is feasible to preserve the NAS security context in the UE and MME but it may be of use only in a very limited circumstance. In general, it is not a good security practice to store NAS security context during Detach procedure. For example, the NAS security context should not be preserved if the Detach is triggered due to UE power-down. SA3 assumes that the Attach and Detach procedures are in the context of the E-UTRAN system, i.e. SA3 regards that it is FFS how these or similar procedures can be applied in the context of the mobility with non-3GPP systems. However, it was noted that it is in the case of mobility with non-3GPP systems, where storing the NAS Security context for a short-time may be of use (e.g., in scenarios where handovers may occur frequently between these different access technologies or to solve I-RAT handover failure cases depending on if security context transfer is performed between 3GPP and non-3GPP accesses).
Further, SA3 noted that when the security context is preserved for the detached UE, procedures would have to be specified in order to handle the error cases where NAS security context could be out-of-sync between the UE and MME. This is likely to introduce inefficiencies due to the need to introduce additional signalling from MME to UE to handle these the error cases (e.g., to trigger a set-up of new NAS security context and/or run of new AKA authentication procedures). 
SA3 also concluded that some information exchange is required in order to re-instate NAS security context. For example, even when the NAS Security context is preserved, information such as Key Set Identifier (KSI), integrity/encryption algorithms and counter values may need to be signalled between the MME and UE.
Assuming that the correct NAS security context is available at the UE, SA3 do not see any issue in integrity protecting the Attach request message. However, if the NAS security contexts are out of sync between the UE and MME, e.g. due to different supported integrity protection algorithm, the integrity check will fail and result in error cases which requires additional procedures such as a new AKA authentication procedure. In the same way, the Information Elements (IE) in the message can also be encrypted. They can be decrypted only after security context to use is correctly identified at the MME. For example, Key Set Identifier IE can not be encrypted. 
SA3 would like to point out that there is a significant difference between UTRAN and LTE as regards storing of the security parameters. The keys needed to secure the access network communication are stored in the UICC/SIM in case of UTRAN, whereas the corresponding keys have to be stored in the ME in the case of LTE.

“Q2) In order to preserve the NAS security context, what parameters would need to be stored by the UE and MME?”
Response: SA3 have not yet agreed on all the parameters that are needed to apply security for NAS signalling. However, it is expected that at least the NAS security keys such as, KNAS-int (NAS integrity key), KNAS-enc (NAS Encryption key), and uplink/downlink integrity and encryption counters (used to avoid key stream repetition for integrity and encryption respectively) are among such parameters. 
“Q3: From a security perspective, is it necessary to establish the NAS security association by means of explicit signalling messages, that would be executed after the AKA run at step 5 of the attach procedure? If so, in which cases would that be necessary?”
Response: SA3 assumption has been that NAS security association is established by running the NAS Security Mode Command at least in the following cases: attach, after a run of AKA, Idle Mobility with NAS algorithm change, and eNB Handover with MME relocation with NAS algorithm change. Even if the AKA is not run during attach procedure (e.g., due to the existence of key resulting from a previous AKA run, called KASME) SA3 assumes that, for security reasons, NAS Security Mode Command has to be run in order to start applying NAS security. 
2. Actions:

ACTION: 
SA3 kindly asks SA2 to take the above information into account.
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