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SA3 have asked SAGE for some opinions, comments and support regarding the selection and specification of algorithms for use in LTE.

1) SA3 would like to have any comments on the choice of AES and specifically asks for advice regarding modes of operation for AES based encryption and integrity protection respectively.

The available input parameters to the algorithms can be expected to be similar to UMTS case, but not necessarily identical. 

SAGE RESPONSE:

· AES is fine.
· We will probably propose some sort of counter mode for encryption, but we need to see what the parameters are before making a definite recommendation.
· For integrity protection, the most obvious choice is probably CMAC (the NIST-recommended version of CBC-MAC).
2) SA3 would like to have SAGE’s view on the need to prepare the LTE network for 256 bit key sizes considering the expected lifetime of LTE and expected advances in cryptanalysis. 

SAGE RESPONSE:

From a pure security point of view, we believe that 128 bits will be enough for the lifetime of LTE.

The only (weak) reason to use 256 bits would be if, for example, LTE keys were used to generate keys for some other (e.g. IETF) protocol that uses 256 – to avoid the criticism that a 256-bit key is derived from “only” 128 bits.

For SA3's information, both AES and SNOW3G could potentially accommodate 256-bit keys:

· We have never formally evaluated SNOW3G as a 256-bit algorithm, but SNOW3G is closely based on SNOW 2.0, which does allow 256-bit keys.  There are some attacks indicating that SNOW 2.0 is slightly weak as a 256-bit algorithm, but no known attacks that would actually give a "real life" attacker a significant advantage over generic attacks such as exhaustive 256-bit key search.

· AES allows 256-bit keys, as you know, although the processing power and time increases (more block cipher rounds).

There are of course several other disadvantages / limitations of using 256-bit keys - bandwidth increase in some key transfer protocols, lack of support by old USIMs, changes required in new USIMs (or LSIMs?), etc etc – SA3 are well aware of these.

3) SA3 would like to receive a preliminary time plan for a foreseen SAGE work on producing specifications for the new LTE (given that all requirements and input parameters have been decided by SA3). This will encompass algorithms based on AES and possibly also algorithms based on SNOW 3G (if input parameters are changed so that UEA2/UIA2 specifications can not be reused).

SAGE RESPONSE:

We will answer this question with a question.  How detailed a specification do SAGE really need to provide?  In the past, for newly designed algorithms, we have produced very detailed specs with C code and test data – but do we really need to do that for a fairly standard use of AES?

If it is sufficient to provide a short (but still precise) statement of the algorithms, assuming that no changes are needed to the core crypto blocks, then SAGE should be able to do this in 2-3 months with no funding.

If detailed specs are required, or if there are changes to the core crypto blocks, then the task becomes bigger – 6-9 months, and some of our companies may not agree to allow their experts to spend time on it without funding.  (It's hard to be sure about this – depends on individual company resource pressure and management policy at the time.)

ONE FURTHER COMMENT:

Past experience, from GSM in particular, suggests that introducing new algorithms after initial deployment can be very difficult in practice, because of the cost of upgrading network equipment.  Although A5/2 is hopelessly weak and A5/1 is not terribly strong, we do not see operators introducing A5/3 into their networks, because it is so expensive to do so (especially as first mover).  The fact that encryption will terminate in the base station exacerbates this issue for LTE.

It is of course very good that TWO strong algorithms will be specified for LTE from day one.  However, LTE has a long lifetime, and advances in cryptanalysis are inevitable; although both algorithms seem strong now, we cannot rule out the possibility that AES or SNOW3G will be broken within that time.

We therefore encourage SA3 to think ahead to a possible time when one – or even both – of the initial algorithms are weakened by cryptanalysis.  Can SA3 put measures or requirements in place to ensure that introducing new algorithms will be realistic in future?

