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***************************NEXT CHANGES*********************************************

4.1
Reference model

For HLR and HSS definitions used in this chapter refer to [x]. 

Figure 4.1 shows a simple network model of the entities involved in the bootstrapping approach when an HSS is deployed, and the reference points used between them.
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Figure 4.1: Simple network model for bootstrapping involving HSS

Figure 4.1a shows a simple network model of the entities involved when the network application function is located in the visited network.
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NOTE:
The Zn' reference point is distinguished from the Zn reference point in that it is used between operators.

Figure 4.1a: Simple network model for bootstrapping in visited network

Figure 4.1b shows a simple network model of the entities involved in the bootstrapping approach when an HLR is deployed, and the reference points used between them. The reference point Zh' is optional for the BSF to support.
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Figure 4.1b: Simple network model for bootstrapping involving HLR

4.2
Network elements

4.2.1
Bootstrapping server function (BSF)

A generic Bootstrapping Server Function (BSF) and the UE shall mutually authenticate using the AKA protocol, and agree on session keys that are afterwards applied between UE and a Network Application Function (NAF). The BSF shall restrict the applicability of the key material to a specific NAF by using the key derivation procedure as specified in Annex B. The key derivation procedure may be used with multiple NAFs during the lifetime of the key material. The lifetime of the key material is set according to the local policy of the BSF. The generation of key material is specified in clause 4.5.2.

The BSF shall be able to acquire the GBA user security settings (GUSS) from the HSS.
The BSF shall be able to keep a list, which assigns NAFs to NAF Groups. This list is used to select if any and which application-specific USS within GUSS is valid for a certain NAF.
NOTE 1:
The operator does the assignment of NAFs to NAF Groups. NAF Group definitions in HSS and all connected BSFs belonging to the same operator's network shall be equal (cf., clause 4.2.3). As these network elements belong to the same operator's network, standardisation of the NAF Group definitions themselves is not necessary in 3GPP.
NOTE 2:
The NAF grouping may be e.g. "home" and "visited". It allows the BSF to send USSs for the same application with e.g. different authorization flags to different NAFs, e.g., in home network and visited networks. The NAF e.g. in visited network indicates only the requested application, but it is unaware of the grouping in home network of the subscriber.

NOTE 3:
If support of GBA User Security Settings (GUSS) for service differentiation or GBA_U is desired in combination with HLR, then this can be achieved, for instance by storing the GUSS information in a BSF database (external and/or external to the node itself), or in any other network database which is deemed as appropriate for a specific deployment. GUSS information is not sent over Zh' reference point.

If a HLR is used within the GBA architecture, then the BSF needs to be configured to use the Zh' reference point. If the Zh reference point is available it must be used.

NOTE 4:
If an operator wants to upgrade from a GBA architecture using HLR to one using HSS, then the BSF needs to be configured accordingly to use then the Zh reference point. This can also involve a configuration, if there are several HLR, that are replaced gradually. If GBA is deployed from the beginning with a HSS this kind of configuration is not needed.

***************************NEXT CHANGES*********************************************

4.4.12
Requirements on reference point Zh'

This reference point is optional for the BSF to support. The requirements for reference point Zh' are:

-
mutual authentication, confidentiality and integrity shall be provided;

NOTE 1:
This requirement may be fulfilled by physical or proprietary security measures, since BSF and HLR are located within the same operator's network.

-
the BSF shall be able to send an authentication vector request concerning a subscriber;

-
the HLR shall be able to send one authentication vector, as described in TS 29.109 [32] at a time to the BSF;
-
no other GBA functionality than conveying authentication vectors shall be required on Zh';
-
no state information concerning bootstrapping shall be required in the HLR;

-
all procedures over reference point Zh' shall be initiated by the BSF;

-
the number of different interfaces to HLR should be minimized.

NOTE 2:
If support of GBA User Security Settings (GUSS) is desired in combination with HSS with Zh' reference point support, then this can be achieved, for instance by storing the GUSS information in a BSF database (external and/or external to the node itself), or in any other network database which is deemed as appropriate for a specific deployment. GUSS information is not sent over Zh' reference point.
***************************END CHANGES*********************************************
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