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1 Introduction

During mobility in LTE, the UE may change MME. There could be cases when the target MME (tMME) does not support the NAS ciphering and/or integrity algorithm that were previously used by the source MME (sMME). This could happen as new algorithms are introduced and the network is gradually upgraded. This contribution studies possibilities for being able to handle such situations.
2 Discussion 
During mobility in LTE, the UE may change MME. There could be cases when the target MME (tMME) does not support the NAS ciphering and/or integrity algorithm used by the source MME (sMME). There are basically two cases:

· IDLE mode mobility TAU 

· ACTIVE mode inter-MME mobility

2.1 IDLE mode mobility TAU
From 23.401, the following signalling flow for TAU is taken.
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We assume K_ASME and currently selected NAS algorithms are exchanged in message 4 and 5.  This exchange should also include ME security capabilities.
One can first note that there is a possibility for (optional) explicit NAS-level signalling towards the UE in message 6 (if AKA is required). Therefore, if this signalling takes place, it is natural to assume that the tMME completes the AKA procedure in step 6 by an explicit NAS-level security mode command (SMC), containing newly selected algorithms (and an “echo” of the ME capabilities to protect against bidding down).

Even if the tMME decides not to run AKA, there is still explicit NAS signalling in message 18. In order to protect message 18, any possible change of NAS algorithms therefore needs to take place before that. This could be done by sending a new NAS SMC prior to message 18. 
A question is whether a new NAS SMC should reset the NAS sequence numbers. We believe this should not be the case, as it has the side effect to reset also the UE’s replay window, possibly opening up for replay attacks. It could be argued that since LTE keys are algorithm-specific, the replay would still not work if algorithms are changed, since the key would change too. However, if the same K_ASME has been active for a long time, it cannot be excluded that several TAU/handovers have occurred, reusing the same NAS algorithms twice (or more), in which case the same NAS keys would be valid and a replay of an old, recorded NAS message becomes possible.  An example would be a UE moving back and forth over the border of the coverage areas of two MMEs.
Since algorithm change (or AKA) implies a change of NAS keys, the UE would use the “old” keys for message 2, and would start to use the new keys at the point where  the NAS SMC is received from the tMME.

Conclusion: if the tMME wishes to change NAS algorithms (or re-run AKA) at TAU, an explicit NAS-level security mode command procedure shall take place between step 6 and 18. Unless AKA is re-run, this command should not reset NAS sequence numbers.

2.2 ACTIVE mode inter-MME mobility
From 36.300, the following signalling for intra-MME mobility is taken.
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No signalling for inter-MME handover is yet defined, but “extrapolating” the above signalling, there in principle appears to be no need for NAS MME/UE signalling in this case, if one excludes the possible need for NAS algorithm change.  
The most natural way to introduce the needed algorithm signalling is for the tMME to issue a NAS SMC as discussed above, which would take place between message 11 and 12 in the above figure.

The tMME could also have an option to re-run AKA somewhere between 11 and 12. However, since the UE is in ACTIVE mode, this is probably undesirable from service interruption point of view.

For the same reasons as above, it is in this case also important that the NAS-SMC does not reset the NAS sequence number unless a new AKA has been run.

Conclusion: a new NAS signalling message (which can reuse a generic NAS SMC) should be introduced between message 11 and 12 as a possibility at inter-MME ACTIVE mode mobility. This message shall not reset the NAS sequence number.
5.1 Dependency to S3-070554
In the above referenced contribution (also submitted to this meeting) some methods to securely change UP/RRC algorithms at inter-eNB change are discussed. It may be beneficial to consider a signaling solution that securely can handle both eNB and MME algorithm change during mobility. E.g. introduced NAS signaling for handling MME algorithm change could be useful also to protect eNB algorithm change.
6 Conclusion
We propose that SA3 sends an LS to SA2 and RAN, attaching this contribution and asking for the feasibility of introducing the needed signalling. 
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