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1. Introduction

During SA3#47 it was discussed how K_eNB refresh should be performed at IDLE to ACTIVE mode transitions. This contribution compares the nonce based approach described in S3-070305 to a counter based approach that was only verbally described during SA3#47.
2. K_eNB Refresh
In general, the principle that K_eNB (and hence implicitly the RRC/UP keys) and the NAS keys are refreshed at every IDLE to ACTIVE state transition is very advantageous from security point of view. However, as was discussed it may not be the best way to do this by the use of nonces. 

Stripping the proposal of S3-070305 of the details that are not important for the present discussion, the resulting message sequence chart is achieved (note that the NAS keys and RRC/UP keys are not included in the figure, but they would share the same properties as the K_eNB in this comparison).
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It can be noted that S3-070305 does not explicitly state that the UE shall verify that the Nonce_UE received from the MME is the same as the one it generated itself, but we assume that it is for this purpose the Nonce_UE is included in the last two messages. This usage gives the UE a way to cryptographically relate the two messages as belonging to the same protocol run. Another reason could be that the UE would not have to remember the nonce during the protocol run, but this reason was found less likely, since storing an additional 128-bit as part of the protocol state seems as a small cost. Either way, this has no impact on the rest of this comparison.

As was noted by RAN2 in their LS S3-070439, there are cases where the first message is limited in size, and there would not be space for a nonce of sufficient size. S3-070305 suggests that the size of the nonces would be 128 bits, and the RAN2 LS speaks of an optimization they like to do that gives a total length of the NAS service request message that is not able to carry this information.  
Another proposal that was discussed was to use a counter based approach to achieve replay protection for the UE. The main difference between the two proposals is whether the UE has to keep state (in form a replay counter or not). The counter based approach is shown below.
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As can bee seen the counter based approach does not suffer from any space limitations in the NAS service request message, since no information needs to be transmitted in the uplink for security purposes. The price paid is that the UE needs to keep a replay counter, but this cannot be seen as a big disadvantage compared to a nonce based approach, since that would require the hardware and software for generation of good nonce material instead. The initial value of the counter can be set to zero each time a new AKA is run and the new keys are taken into use.
3. Comparison

The two proposals only differ in how the synchronization is achieved, by nonces or by the use of a counter. The table below shows some of the properties the two schemes have.
	
	Nonce based
	Counter based

	Uplink data in first message
	Yes
	No

	UE needs to keep state during IDLE mode because of security
	Yes
	More (must include counter, 32 bits?)

	UE can be assured that the keys are fresh
	Yes
	Yes

	MME can be assured that the keys are fresh
	Yes
	Yes

	eNB can be assured that the keys are fresh
	No
	No

	Key confirmation is achieved
	No
	No


4. Conclusions and Proposal

As can be seen from the comparison table in Section 3, the most critical differences between the two proposals is that the nonce based approach hinders RAN2 from optimizing the IDLE to ACTIVE transition time because of the need to send a nonce in the uplink.

Apart from this the two proposals seems equal. We therefore propose that SA3 agrees to use the counter based approach, and that this is documented in TR 33.821.
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