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1 Introduction
Section 7.3.4 (“Use partial GBA to derive MN-HA Keys”) contains the following note: 

“NOTE: this subsection applies only to MIPv4. It could be applied also to MIPv6 if a method to distribute keys from AAA server to HA was available.”
Such a method has now become available: a new version of the Internet-Draft “draft-ietf-dime-mip6-split-03” entitled “Diameter Mobile IPv6: Support for Home Agent to Diameter Server Interaction” has been published on an IETF mailing list recently. This document describes a new Diameter application, called Mobile IPv6 Application, specifying the interaction between the Home Agent and the AAA infrastructure. In particular, the transport of a shared key from AAA server to Home Agent by means of DIAMETER is described in this document. Hence, this document provides the MIPv6 equivalent to RFC4004: DIAMETER Mobile IPv4 application as far as key transfer from AAA server to HA is concerned. 
From “draft-ietf-dime-mip6-split-03”:

Mobile IPv6 specifications allow two different methods for Mobile Node authentication, one based on IKEv2 and EAP ([2]), and another based on the Mobile IPv6 Authentication Option ([3]).  For that reason the Diameter Mobile IPv6 application provides two different sets of commands.  The first set of commands reuse the command already defined in Diameter EAP application (though using the Diameter Mobile IPv6 Application-Id).  While the second set of commands are new for Diameter and provide support the Mobile IPv6 Authentication Option defined in RFC 4285.

In the context of using partial GBA with MIPv6, the shared key would be used with the Mobile IPv6 Authentication Option defined in RFC 4285.

We propose to modify the text in section 7.3.4 of TR 33.922 such that the new Internet-draft is taken into account, and the note points out that the partial GBA method also applies to MIP v4. 

2 Proposed Pseudo CR to TR 33.922 v0.0.3
***********************************BEGIN OF CHANGES******************************
7.3.4 Use partial GBA to derive MN-HA Keys
NOTE: this subsection applies to MIPv4 and MIPv6. 
GBA was designed for a situation where a UE wants to securely access potentially many application servers (NAFs), while having to be authenticated to the home network (and consume authentication vectors) in the Ub protocol run only once. Furthermore, the NAFs the UE wants to access may and need not be known at the time of the Ub protocol run. These requirements do not apply to MIP bootstrapping: the number of MIP servers with which the UE needs to share a key is limited to one, namely the Home AAA or Home Agent (when no Foreign Agent is used), and two, when an FA is used (or three, when two FAs are involved in a handover situation). In addition, the addresses of HA and FA cannot be chosen by the UE any time later, but are assigned by the home network (HA) and the visited network (FA), respectively. Therefore, the full functionality of GBA may not be needed.

A disadvantage of the use of GBA for MIP bootstrapping is that the HA, and, if applicable, the FA, need to support NAF functionality. An off-the-shelf HA or FA does not do that.
Editor’s note: the intention of this GBA extension is a subset of GBA and should not be a problem.

We consider two cases below. For both cases, the following is assumed: 

· a UE has to run the Ub protocol with the BSF before starting MIP registration. 

· the BSF is integrated with the AAA server (as in the current baseline document).

· the AAA server distributes keys to HA and FA using standard AAA procedures (for MIPv4: RFC4004: DIAMETER Mobile IPv4 application, and for MIPv6: draft-ietf-dime-mip6-split-03), and does not use the Zn interface. 
· the distributed keys are used with the Mobile IPv4 and Mobile IPv6 authentication mechanisms defined in RFC 3344 and RFC 4285 respectively.

Editor’s note: it’s FFS whether RADIUS extension also needs to be supported. 
With these assumptions, HA and FA can be off-the-shelf, and need not be GBA-aware. The Ua and the Zn interfaces are not needed. 

Case 1: HA and FA addresses and/or names are acquired by the UE independently of the Ub protocol run

In this case, the BSF and the UE derive keys Ks_(ext)_NAF to be shared between UE and HA, and UE and FA, respectively, as specified in TS 33.220.

Editor’s note: no change to Ub in Case 1.
Case 2: The HA address and/or name is acquired by the UE as part of the Ub protocol run

In this case, the BSF can send the FQDN, and possibly also the IP address, of the HA to the UE in a new element in the XML body of the “200OK” message, which is the last message in the Ub protocol run. This provides an alternative to SAE HA address assignment. Note that it may not be obvious for all access systems how to let the UE acquire the SAE HA address.

Editor’s note: the Ub interface will be affected in Case 2.

The FA address needs to be acquired by the UE locally.

    The use of partial GBA for MIP bootstrapping is captured in Figure 5:
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Figure 5 partial GBA for MIP bootstrapping
***********************************END OF CHANGES******************************
3 Conclusion
It is proposed that SA3 approves the pseudo-CR in section 2 of this document for inclusion in TR 33.922.
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