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1
Introduction

RAN3 is discussing an LTE MBMS architecture where IP multicast is used for the delivery of the control and user plane messages for the eMBMS broadcast mode (and, by extension, the enhanced broadcast mode). The use of IP multicast for the User Plane has been accepted. A decision for the control plane has to be taken. This contribution gives more information about the IP multicast security architecture.

2 IETF IP multicast security solutions

2.1
Architectural overview of Key management

The MSEC WG of the IETF has been working on standards for securing IP multicast packets and on a key management architecture. The developed standard assumes that each group has a single trusted entity (the Group Controller) that sets the security policy and controls the group membership. This has resulted in several RFCs: 

· RFC3740 (Multicast security architecture- Informational), 

· RFC4046 (Multicast group Key management architecture-Informational)

· RFC4303 (IP encapsulating security payload- proposed standard)
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Figure 1 Centralized Multicast Security Reference Framework according RFC 3740
The RFC3740 defines a Group Security Associations (GSA), which is the multicast counterpart of the unicast Security Association (SA). The GSA is specific to multicast security, and is the foundation of the work on group key management. The security architecture considered for LTE MBMS is an 1 to N architecture where there is a fixed single sender, and multiple (semi fixed) group of receivers. The GSA is a bundle of Security Associations (SAs) and includes

· a registration protocol SA (….)

· a rekey protocol SA (between Key Server and Sender/Receiver)

· and one or more data security protocol SAs (between sender and receiver)

This multicast key management uses the ISAMKP domain of interpretation (DOI) for group key management called the “group domain of interpretation" (GDOI)

It provides a scalable security to native IP Multicast packets scalable security (e.g. encryption and authentication) to native IP Multicast packets.

Native Multicast encryption avoids the needless packet replication that occurs when encapsulating IP Multicast packets using Unicast tunnels.

The Group Controller and Key Server (GCKS) represent both the entity and functions relating to the issuance and management of cryptographic keys used by a multicast group. The GCKS also conducts user-authentication and authorization checks on the candidate members of the multicast group.

If RFC3740 is applied the both Sender (BMSC_GW) and Receiver (eNB) must interact with the GCKS entity for the purpose of key management. This includes authentication & authorization, obtaining of keying material in accordance with some key management policies for the group, obtaining new keys during key-updates, and obtaining other messages relating to the management of keying material and security parameters.

The Policy Server represents both the entity and functions used to create and manage security policies specific to a multicast group. The Policy Server interacts with the GCKS entity in order to install and manage the security policies related to the membership of a given multicast group and those related to keying material for a multicast group.

In the next clauses we describe in more detail the use and options of each of the SA's that part of the GSA.

2.2
Protection of the IP multicast data

IP multicast data can be authenticated and confidentiality
 protected:

For authentication there exist two possibilities:

a. Source authentication and data integrity.

This functionality guarantees that the data originated with the claimed source (e.g. BMSC-GW) and was not modified en route (either by a group member or an external attacker). This requires techniques like Tesla or the use of PKI. Both these solution are considered to be too complex or too costly (i.e. the use of asymmetric keys for signing IPsec packets in the MBMS gateway entity and verifying in the eNBs involves a big performance penalty. Group authentication should be sufficient.

b. Group authentication.

This type of authentication only guarantees that the data was generated (or last modified) by some group member. It does not guarantee data integrity unless all group members are trusted, which can be assumed as eNB's will be secured and MBMS-GW will be placed securely in the core network.

RFC4303
 (IPsec ESP) does include provisions for securing IP multicast data. It uses the so-called Data security protocol SA defined by RFC3740. .
2.3 
Key Management 

The purpose of key management is to administrate the data security protocol SAs for the senders and receivers. This key management solution takes place between the GCKS and the Senders/Receivers. This can be seem as an optional part of Multicast Security as administration of the data security protocol SA may be done via local or remote O&M also. 

a) Pair wise key management between Key Server/Group Controller and Receivers for the purpose of Registration.

a) IKE

b) Manual IPsec (No IKE usage between)

b) Group Key management (between policy server and the network nodes)

a) GDOI
 (No IKE phase 2 negotiation, keys are pushed) RFC 3547

b) Manual IPsec (No IKE usage, manual IPsec SA administration)

Automatic key management could be considered when it saves money due to O&M and security. This then depends on how many multicast nodes are deployed in the network. Also there can be a gain in achieved security level while automatic key management does have less insecurity risks (less personal involvement, keys get updated on time from a centralized entity). Also sharing of security investment (and multicast investment itself) could be done over CP and UP multicast.

3
Conclusions
This contribution provided an introduction in the IP multicast security architecture as specified by the IETF. It serves as additional information to the companion contribution on IP multicast security threats (S3-070527) for the eMBMS security architecture.
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� Access control is done on User plane level for MBMS, therefore encryption is not applied on IPsec level for the transport of CP and UP packets.


� Obsoletes RFC 2406 





� GDOI describes a protocol for a group of systems (“group members”) to download keys and security policy from a key server. Distribute keys and policy for
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