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1. Overall Description
SA3 has decided to make it a strong working assumption to use AES as basis for one of the two algorithm sets in LTE radio interface protection (in addition to the already decided SNOW 3G). 

Initially only 128 bit key sizes will be used for LTE (Rel-99 USIM shall be supported for AKA). 

Even if 128 bit session keys are mostly deemed sufficient for the time being there have been some discussion and a draft requirement on support for 256 bits key sizes to guarantee the future-proofness of LTE security. It is assumed that LTE has a lifetime of at least 20 years (and possibly beyond) and will be deployed from 2009/2010. 

SA3 recognizes that there could be some advantages to have only one key size to support for LTE  protocols and has discussed if larger than 128 bit key sizes are really needed during the assumed lifetime of LTE. 

Regarding specifications for the new LTE radio interface algorithms it is expected that SAGE will be willing to help. SA3 would appreciate if this work could be completed as soon as possible, to enable an early start of implementation work.
2. Actions:

1) SA3 would like to have any comments on the choice of AES and specifically asks for advice regarding modes of operation for AES based encryption and integrity protection respectively.

The available input parameters to the algorithms can be expected to be similar to UMTS case, but not necessarily identical. 

2) SA3 would like to have SAGE’s view on the need to prepare the LTE network for 256 bit key sizes considering the expected lifetime of LTE and expected advances in cryptanalysis. 

3) SA3 would like to receive a preliminary time plan for a foreseen SAGE work on producing specifications for the new LTE (given that all requirements and input parameters have been decided by SA3). This will encompass algorithms based on AES and possibly also algorithms based on SNOW 3G (if input parameters are changed so that UEA2/UIA2 specifications can not be reused). 
 
3. Dates of Next SA WG3 Meetings:

SA WG3#48
10 – 13 Jul 2007   

<TBD>
SA WG3#49
09 – 12 Oct 2007   

<TBD>
