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1. Overall Description:

SA3#47 has started the evaluation of key change on the fly (i.e. key change in LTE_ACTIVE) solutions in order to fulfil the requirements (see Section 2.1) that were identified during the SA3#46bis. The high level analysis contained in section 2.2 contains security impacts as well as identified non security impacts of solutions known by SA3. SA3 asks feedback to further complete the analysis. RAN2 and RAN3 are also free to add better alternatives. 
2. Detailed information:

2.1 Requirements

SA3#46bis (S3-070280) had identified four independent requirements regarding the change of keys in the eNB for a UE in LTE_ACTIVE. In S3-070438 (R2-072191), RAN2 had already confirmed the precondition for "Key change in LTE_ACTIVE" feature i.e. that AKA can be run in the background.

SA3 requirements are: 

(1) If the sequence numbers for the UP or RRC ciphering/integrity protection are about to wrap around, it shall be possible to change the respective keys.

(2) If a UE has been in LTE_ACTIVE for a long period of time, it shall be possible to update the keys for UP and RRC ciphering/integrity protection, even though the sequence numbers are not close to wrapping.

(3) The operator shall be able to restrict the lifetime of KASME (independently of the key usage in LTE).

(4) If the UE has performed an inter-RAT handover from UTRAN/GERAN to LTE, it shall be possible to update all keys within seconds.

In case of (1) and (2), it is not necessary to run an AKA to get new keys; it is sufficient that the eNB-local UP and RRC keys are changed. This can, e.g., be achieved by deriving new UP and RRC keys from the existing KeNB in the eNB itself, or by deriving a new KeNB from KASME.

In case of (3) and (4), the whole key hierarchy based on KASME must be updated based on a new AKA run. This shall be possible even if the UE has stayed in the same cell for a long time.

There are two sub-issues related to the process of taking new keys into use (S3-070280): First the new keys must be established in the eNB and in the UE (either by an AKA re-run, re-derivations of the eNB-local keys, or re-derivation of the KeNB). Secondly, the new keys must be taken into use. In case of (1), the establishment of the new keys, and the activation of these must be performed before the sequence numbers wrap. In case of (2) and (3), SA3 has made a rough estimate that the AKA may have to be run every 5 hours, and that the keys should then be taken into use less than 10 minutes after that. In case of (4), it shall be possible to take new keys into use within seconds after the handover (an AKA run must of course have been performed first). 

For (1) and (2) the key update in active mode needs to triggered by the UE or the eNB towards the MME , while for (3) and (4) the MME is the entity that triggers the key change in active mode.

2.2 Evaluation

2.2.1 Overview

SA3 have started the evaluation of following solutions (details can be found in section 2.2.2)

(1) force an intra-cell handover (S3-070240); take new keys into use during the handover.

(2) use KSI together with every packet (S3-070240); a new KSI (Key Set Identifier added to each PDCP packet) indicates the key used for protecting the packet..

(3) force active-idle-active transition (S3-070273); the idle to active transition refreshes the keys.

Following table captures the main differences between the proposals.

	
	(1) Intra-cell HO
	(2) KSI indicator
	(3) Active-idle-active transition

	Required extra functionality w.r.t. no support of active mode key change
	a) Trigger to initiate active mode key change

b) Additional Bearer handling inside eNB
	a) Trigger to initiate active mode key change

b) KSI handling and KSI change triggering procedures … 

NOTE: Synchronization of uplink and downlink in case of KSI-change has to be investigated.
	a) Trigger to initiate active mode key change

NOTE: Going from active to idle forces a key deletion in the eNB, which then requires that the MME in a subsequent step needs to sent the fresh eNB keys.

	Adding delay and jitter
	Minimal
	No
	Most (might become critical or undesired for real-time services like VoIP, gaming)

	Per PDCP packet overhead
	No increase
	The KSI (3-bit) has to be carried in each packet which may increase the PDCP packet overhead. 

Note: The addition of KSI bits per PDPC could be compensated by shifting the same amount of SN bits to the HFN.
	No increase


2.2.2 Details

2.2.2.1 Force an intra-cell handover

From R2-071811 on HO latency, which we take as an example: 'In a typical case the U-plane interruption time is unlikely to exceed 100 ms. On the optimistic end, interruption times below 12 ms are possible.'

For key change during (intra-cell) handover we assume that AKA (if needed) has been performed and the derived keys have been generated and/or transferred to the respective entities before the (intra-cell) handover is triggered. So this should not add to the packet delay.

Currently handover always starts from a UE measurement report, and the source eNB will never ask the UE to handover to itself according to current logic (Figure 10.1.2.1: Intra-MME/UPE HO of TS 36.300v0.5.0). So for handover to the same cell, a separate UE trigger (RRC message) may need to be designed together with a separate flow which allows the eNB to send a HANDOVER command to itself. Together with this, a new key needs to be taken into use. Assuming that this intra-cell handover would work in a similar way as the inter-cell handover, then the eNB needs to set-up a second set of radio bearers over which the packets to which the fresh key is applied will be sent to the UE. This may add some non security related complexity. 

2.2.2.2 Use KSI together with every packet

In this solution the UE is kept within active state, and there is no U-plane interruption time which is a big advantage for real-time services like VoIP. Within contribution S3-070240 it was indicated that the protocol cost may be the extra 'indication' overhead i.e. a few bits from the PDCP SN would be reserved to indicate the KSI. 

In UMTS the KSI (Key Set Indicator) points to the security context managed by the UE and the Core Network. This therefore resembles the KASME key. In case the KeNB can be refreshed in the same KeNB without changing the KASME key, then an extra key indicator (beyond the KSI) is needed in order to be able to distinguish packets that have applied the old and the new KeNB key.

In case there are only two key sets available/possible, only 1bit KSI could be used in every packet. Also, the KSI value could be used only in cases both ends (UE and eNB) have at least two sets of keys available, but this has disadvantages for the packet parsing. 

The crypto engine needs to be able to handle two keys for some time (which also applies for the solution in sections 2.2.2.1), which is not considered to be a problem for today’s technology.

2.2.2.3 Force active-idle-active transition

R2-071810 on C and U-place latency illustrates that the requirement for the state transition from LTE_IDLE to LTE_ACTIVE can be achieved within the 100ms requirement. This does not include the state change from LTE_ACTIVE to LTE_IDLE (but assumed to be fast) and adds to the delay introduced by the network entities. These procedures require involvement from the MME (including S1 key transfer and activation), and therefore this takes intrinsically longer than the other alternatives. It would be interesting to known what would be the effects on delays if both ends would go through the same state changes at almost the same time. The main question is here whether the introduced jitter/delay is tolerable for all services ?

3. Actions:

To RAN2, RAN3 Groups

ACTION: 
SA3 kindly asks RAN2 and RAN3 feedback on the above analysis. 
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