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1. Overall Description:

SA3 thanks SA2 for the LS on IMEI checking for SAE. SA3 can confirm that IMEI checking (or its equivalent) will be required in SAE for the purposes of barring stolen MEs, and possibly for other purposes outside the scope of SA3.

SA3 have restricted this reply to the case of 3GPP equipment identified based on an IMEI (or its equivalent). SA3 have not considered the potential to bar stolen devices based on non-3GPP identities (e.g. WLAN MAC address).

In response to the questions posed by SA2, SA3 responds as follows:
1) Should the IMEI (or its equivalent) be sent in as low a protocol layer as possible? (e.g. is it better to send it as RR information than MM or IMS level information?)

SA3 response:

For the purposes of barring stolen ME, the IMEI should be securely bound to the physical device. Furthermore, it should not be possible to modify an ME such that it would report the wrong IMEI to the network. SA3 believe that it would typically be easier to protect against tampering of the IMEI if it were transmitted as part of the lower layer functions of the ME (e.g. RR or MM layer). If IMEI were only transmitted at the IMS layer, then SA3 believe that it would typically be more difficult to secure it. 

Transmitting the IMEI at the IMS layer would have the potential advantage of allowing the ME to be barred based on its IMEI even when a non-3GPP access network is used. However, if the IMEI check is only done at an IMS layer, then the ME would not be barred from non-IMS services, unless additional steps were taken such as barring any subscription that is found to be used with a stolen ME at an IMS level. Furthermore, if subscriptions used with stolen MEs are barred, then access to 3GPP services over non-3GPP access networks could be barred even if the IMEI was not sent at the IMS layer. For these reasons, SA3 sees limited benefit in transmitted IMEI at an IMS layer for the purposes of barring stolen ME, either as an alternative, or in addition to transmitting it as part of the lower layer functions of the ME.

As a guideline, SA3 recommend that IMEI is transmitted as part of the lower layer functions of the ME in LTE (e.g. RR or MM layer). Furthermore, if IMEI is additionally sent at an IMS layer, SA3 recommend that IMEI barring should still be performed at the LTE network layer.

2) Should (or shall?) the IMEI (or its equivalent) be sent only over encrypted connections?

SA3 response:

SA3 believes that the IMEI should, in general, only be sent over encrypted connections for privacy reasons. Without encryption, the IMEI would reveal a long term permanent identity over the radio interface which could be used to compromise user identity and location confidentiality. SA3 also believes that the IMEI should, in general, only be sent over integrity protected connections to prevent an attacker tampering the IMEI outside the protected area of the terminal where it is stored and processed.

SA3 does recognize that there may be situations where IMEI is not encrypted or integrity protected during transmission. Some of these situations are listed below and are for further study:

· Although SA3 expect that LTE integrity protection will be mandatory to apply as in UMTS, encryption will most likely remain optional due to restrictions on the export or use of encryption. In cases where encryption is not enabled, then clearly IMEI cannot be confidentiality protected during transmission.

· An IMEI may be sent in the clear as part of a UICC-less emergency call.

· An IMEI may need to be sent before encryption or integrity protection is enabled, to identify faulty UEs that have not implemented encryption or integrity protection correctly. Such a possibility exists in UMTS. However, fetching of the IMEI by the network before encryption is enabled is optional in UMTS, so operators still have the possibility to prevent that the IMEI is transmitted without protection, in the case where the ability to detect faulty UEs before security is activated is not required. Furthermore, if an unprotected IMEI is fetched by the network, the network should not rely on this for the purposes of barring stolen ME, but should instead fetch the IMEI again after integrity protection has been enabled and rely on the integrity protected IMEI instead. See TS 33.102, section 6.4.5, for more details on the security aspects of early UE handling in UMTS. It is for further study whether the possibility to fetch the IMEI in unprotected form would be allowed in LTE/SAE, e.g. to support early UE handling.

2. Actions:

To  SA2
Action: SA3 kindly asks SA2 to take the above answers into account.
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