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Abstract

In our view, the addition of TLS and SIP Digest procedures to TS 33.203 is indispensable to fulfill requirements from fixed network operators, in particular, but not only, operators of cable networks. S3-070396, which contains a CR to TS 33.203, provides an important step in this direction and should be taken as a basis for further discussion in SA3. However, an analysis of this CR show that questions relating not only to minor technical detail, but fundamental to the understanding of the security requirements assumed for SIP Digest and TLS in the context of TS 33.203 and to the relationship with existing security mechanisms in TS 33.203 and TR 33.978, are still open. We therefore propose that these questions be solved further before approving the CR in its current form. 
1. Introduction
The Work item “IMS Enhancements for Security Requirements in Support of Cable Deployments, CableLabs” (cf. S3-070764) was approved in 3GPP. Siemens was one of the supporters of this work item, and Nokia Siemens Networks, the successor company of Siemens Networks, continues to fully support the work carried out under this work item. We believe it is important to add SIP Digest and TLS procedures to 3GPP security-related specifications in order to satisfy the requirements of cable operators. In our mind, the discussion in SA3 is no longer about WHETHER to do this, but HOW to best do this. In the next section, we analyse in how far the CR to TS 33.203 already achieves this identified goal. While the general approach seems good in our view, we believe to have found a number of major issues which need to be resolved before the CR can be approved. 

The comments on the CR roughly follow the order of the sections in the CR. Issues we feel are most important are highlighted in yellow.
2. Identified issues with the CR in S3-070396
2.1 Scope of SIP Digest and TLS
a) It is said in section N.1 that “SIP Digest authentication shall not apply to 3GPP access networks.” But how does a S-CSCF know whether the registration request was sent over a 3GPP access network? A corresponding problem is addressed in TR 33.803. Either the solution from TR 33.803, or an alternative solution needs to be provided in the CR. Similarly, it is said in section O.1.1 that “TLS access security shall not apply to 3GPP access.”. Would this require a P-CSCF to reject TLS connection requests over a 3GPP access network?
b) It is said in section N.1 that “SIP Digest shall not be used in conjunction with IPsec.” Assuming that “IPsec” refers to the procedures in the main body and Annex M of TS 33.203: It is not necessary to specify this as using Digest in conjunction with IPsec is technically impossible as Digest generates no session keys.  
c) It is said in section N.1 that “S-CSCF Digest Authentication procedures described in section N.2 shall be supported.“. We assume that this means that the S-CSCF-based Digest variant specified in section N.2 is mandatory to implement for all Rel-8 compliant S-CSCFs. Or is it intended to say that, if a network supports Digest procedures, then it shall support S-CSCF Digest procedures? 

2.2 Where to specify security requirements?
It is said in section N.2.1 that “detailed requirements and complete registration flows are defined in TS 24.229 [8] and TS 24.228 [11].” But requirements are not a stage 3 matter, security requirements are within the remit of SA3, so they should be specified in full in TS 33.203. Which are the detailed requirements which are not shown in the CR and meant to be left for stage 3?
2.3 Identification of authentication scheme by S-CSCF or HSS

It is said in section N.2.1, after the description of message CM2, that “The S-CSCF shall determine the type of authentication based on the authentication scheme returned by the HSS. The HSS returns the authentication scheme appropriate for the IMPI being challenged.” 

But this is in contradiction to TS 29.228 (cf. table 6.3.2), relating to full IMS specified in the main body of TS 33.203, and to TR 33.978 (cf. section 6.2.5.3), relating to Early IMS authentication. For these two cases, the S-CSCF must already know the authentication scheme and enter it into the corresponding AVP in the Cx-MAR request. A more appropriate solution therefore seems to be: 

1. The S-CSCF would first determine whether the registration request relates to full IMS according to TS 33.203, or to Early IMS according to TR 33.978. The S-CSCF may do so using the rules specified in TR 33.803. It is ffs whether these rules have to become part of TS 33.203, as they are part only of a TR for Rel-7 (not even approved yet). If these procedures are not used, other appropriate rules have to be specified in TS 33.203.

2. Only if the S-CSCF determines that the registration request relates to an authentication scheme other than full IMS or Early IMS, it may leave the determination of the authentication scheme to the HSS.

Furthermore, Annex N is all about the SIP Digest authentication method, but the statement from section N.2.1 quoted above seems to apply to the entire specification as it specifies how the type of authentication among several possible types can be determined.

A similar comment applies to section N.3.
2.4 qop directive?

Cf. section N.2: Should qop = “auth” (authentication only) or “auth-int” (authentication plus integrity-protection for SIP message body, but not headers) be specified For SIP Digest, or should this be left to the operator? Is the difference vital for IMS security? 

2.5 Handling of network authentication
It is said in section N.2.2.2 that “If the response digest authentication fails, the UE may re-register.” 

It is not entirely clear whether this means that the UE may continue in spite of a failed network authentication (which would make network authentication optional, or whether the UE shall consider registration as failed, and start a new attempt to register.

A similar comments applies to section N.3.
2.6 User experience
It is said in section N.2.2.3 that “… it shall retry the REGISTER request with a new response with Digest computed over the new nonce …, without re-prompting the user for a new username and password. 

The wording “re-prompting the user” seems to suggest a particular realization of the user interface. But it should be left to the implementation whether interaction of the human user is required, or whether the terminal stores the Digest passwords in an appropriate way.

A similar comments applies to section N.3.
2.7 Integrity protection indicator

Section O.1.4 states: “For REGISTER messages protected by server-side authenticated TLS, the P-CSCF attaches an indication that the REGISTER request was not integrity protected and ensures there is no indication about integrity protection in the messages.”

What is meant by the indication that the REGISTER request was not integrity protected? Is it the integrity-protected flag set to NO? What does it mean to “ensure there is no indication about integrity protection in the messages. “? It rather seems that three cases would need to be distinguished: 

1. SIP message received over client-authenticated TLS tunnel 

2. SIP message received over TLS tunnel not client-authenticaed

3. SIP message received over no TLS tunnel

It should be studied further whether it was best to have no integrity-protected flag (but maybe some other indication, e.g. an integrity-protected flag with an extended set of values), as opposed to have the integrity-protected flag set to “NO”, as then the S-CSCF could clearly distinguish between initial registration requests relating to full IMS, and other registration requests, cf. TR 33.803.
2.8 NAT traversal

Section O.2.1 states: “The procedures in draft-ietf-sip-outbound [32] shall apply when managing TLS connections.” 

How is NAT traversal achieved in case TLS is not used?
2.9 TLS session set-up
It is stated in section O.2.2 that “If the UE supports TLS, the UE and the P-CSCF may set up a server authenticated TLS session prior to the registration procedure, where the P-CSCF uses a server certificate for authentication. If the TLS session is negotiated prior to the register, all the messages between the UE and the P-CSCF shall be sent through this TLS session.”

Is our interpretation is correct that, in this case, the UE and the P-CSCF do not use sip-sec-agree with the registration procedure? If the interpretation is correct, this should be said explicitly, and normative language (“shall”, “may”) should be used in the preceding paragraphs of section O.2.2 relating to the set up of TLS before message SM7. But why then is sip-sec-agree needed if the TLS connection is set up between SM6 and SM7 (for the notation cf. Annex N), but not when TLS is set up before SM1? If our interpretation is not correct then it is not clear from the text what the effect of the negotiation of sip-sec-agree on the existing tunnel would be? Would it be torn down in case sip-sec-agree was not successful? If the UE started with a TLS connection set-up before SM1 would the P-CSCF then have a chance to reject or allow this TLS connection request based on the capabilities of the UE, or would there have to be a general security policy applying to all UEs?
2.10 Authenticated re-registration

Section O.4 states: “If the UE has an already active TLS session, then it shall use this to protect the REGISTER message for re-registration. The UE may send unprotected REGISTER messages at any time. In this case, the S‑CSCF shall authenticate the user by means of SIP Digest. In particular, if the UE considers the TLS session no longer active at the P‑CSCF, e.g., after receiving no response to several protected messages, then the UE should send an unprotected REGISTER message.”

Questions: 

What does the above statement imply about the treatment of (re-)registration requests sent over TLS? For re-registrations, how can the S-CSCF know whether the UE uses an existing TLS tunnel, which was already client-side authenticated in the initial registration procedure, or whether the TLS tunnel was lost in between and had to be set up again, in which case the TLS tunnel was NOT client-side authenticated? The treatment of the two cases in section O.1.4 (integrity protection indicator) by the P-CSCF seems to be the same for both cases. 
The last sentence above says that the UE “should” send an unprotected REGISTER message, but even if the “should” was changed to “shall”: what would be the consequences of a loss of the TLS tunnel? Would the UE be allowed to set up a new TLS tunnel without a new registration? And consequently, would a P-CSCF refuse a TLS connection request from a UE followed by an INVITE even if the UE was already registered? Or would the registration be lost, implying that all the ongoing SIP sessions would be lost? According to the main body of TS 33.203, the latter is the consequence of a successful registration procedure when the first message is sent unprotected: new successful registrations overwrite previous ones. If the TLS connection was lost and the registration had to be cancelled how could the P-CSCF signal this to the S-CSCF? 

How does the requirement that the UE should send an unprotected REGISTER message relate to the option in section O.2.2 that the UE may set up a TLS connection before sending the first REGISTER message?

Finally, how can the S-CSCF and the P-CSCF know about the client-side authentication status of the TLS tunnel in view of the MITM attacks in S3-070404?
ISSUES NOT DIRECTLY RELATED TO A PARTICULAR SECTION OF THE CR

2.11 “What are the consequences of the MITM attack described in S3-070404?

It is our understanding that implementation and use of the TLS procedures described in the new Annex O is optional. But if this is the case how then can the MITM attack in S3-070404 be thwarted? Is it acceptable that, after the completion of a run of sip-sec-agree, the UE and the P-CSCF have different believes about the status of signaling protection? Are there any implications for the S-CSCF regarding its decision whether to authenticate a registration request depending on the availability of TLS signaling protection?

S3-070404 lists several options how to address the identified problem. Which of these, if any, should be chosen? For the selection among alternative solutions, it may be necessary to make assumptions on the control of the operator over the UE configuration: are UEs “off-the-shelf”, or may it be assumed that an operator controls the configuration of UEs in his network, cf. solutions B and C in S3-070404? What then about roamers?
2.12 Protection of non-register messages

Annex O provides TLS as an optional protection mechanism. But it is not clear what should be done if TLS is not use, and IPsec is not used either. We see the following alternatives, and it is not clear to us from the CR, which should be used:
a) if there is no signaling protection by TLS or IPsec then the use of SIP Digest to authenticate every message is mandated or may be optionally used. Even the use of Digest to authenticate every message as an option would have to be taken into account by 3GPP as it would impact the choice between alternatives for functional distribution between S-CSCF and HSS from a performance point of view. 
b) if there is no signaling protection by TLS or IPsec then signaling protection shall be provided by underlying link layer security. Examples of such realizations of signaling protection are Early IMS for mobile access, and NASS bundled authentication for TISPAN NASS (DSL) access.  It is acknowledged here that authentication by SIP Digest combined with link layer security is different from the two authentication methods in that the registration ties the IP address to the IMPI in the Authorization header. But how is it ensured that the IP address is continued to be used by the same user during a registration period? What about e.g. re-assignment of the IP address at link layer which goes unnoticed at the SIP layer? Is source IP address spoofing prevented? If not could an attacker send e.g. a BYE message in the name of another user? 
c) no signaling protection is provided at all. Would this be acceptable to 3GPP as an option? If not this should be statee in the CR.
Regarding alternatives a) and b), there is an additional problem: under the assumption made in the CR that the use of TLS is optional, the P-CSCF and the S-CSCF cannot even reliably know whether protection by TLS is used or not, as is shown in S3-070404. 

2.13 Selection of authentication method by UE

How can the UE know which authentication method to use in which context? Assume that a UE supports SIP Digest according to the CR proposed by CableLabs as well as other authentication methods, e.g. NASS bundled authentication or UDP encapsulated IPsec, but that not all P-CSCFs or S-CSCFs support all these authentication methods. How does the UE decide? One possible way to solve this could be as follows:

· For mobile access only full IMS or Early IMS are allowed, and the UE then uses the procedures in TR 33.978, section 6.2.6, to select between full IMS and Early IMS.

· For other types of accesses, the UE is configured such that only one authentication method per access type is allowed, e.g. NASS bundled auth for NASS access and SIP Digest for cable access. 

But this is only one possibility, and there are certainly others. The CR need to be explicit about this issue. 

A related issue is the following: the CR allows the possibility for the UE to have several credentials, each credential in one-to-one correspondence with an IMPI. In this case, the UE needs criteria to select the correct IMPI to include in the registration request.

FURTHER ISSUES
2.14 Annex H (syntax of sip-sec-agree)

Annex H needs to be adapted probably some more. 

2.15 TLS cipher suites 

TLS cipher suites may, according to section O.2.1, be chosen to be NULL algorithm and / or anonymous DH. This may not be secure.
3. Conclusions

SA3 should assume as a working assumption that the addition of both, SIP Digest and TLS, to TS 33.203 is the appropriate means to address IMS security requirements by fixed network operators. The CR in S3-070396 should be taken as a basis for further discussion. The discussion should try to resolve the issues mentioned in section 2 of this contribution. Due to these issues, it is considered premature to approve the CR in S3-070396 at the meeting SA3#47. 






















































