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Discussion

This document put forward a problem caused by supporting 256 bits keys and the compatibility with the UMTS AKA protocol in LTE/SAE. 

In 33.821, the requirement for the supporting of 256 bits keys, as well as the compatibility with the UMTS AKA protocol is put forward. However, it will lead a problem. In current AKA protocol, CK is computed with long-term key K and random number RAND through algorithm f3 ，as well as IK with the same parameters through algorithm f4.`The security level of IK and CK has a direct relation with the random number RAND. If a 256 bits keys are used in the USIM card of LTE, even the length of K is 256 bits，from the view of information theory, it can’t achieve the encryption key CK and the integration key IK at the security level of 256 bits key, as the length of RAND is only 128 bits. 

Conclusion and Proposal
Based on the analysis presented in this paper, we believe that 128 bits RAND isn’t enough to derive 256 bits keys. Therefore, we kindly propose use one of the following two options for further work in SA3 for the key length:
1. The AKA protocol should be modified,  in which the length of RAND may be 128 bits or 256 bits depends on the length of the key derived from RAND is 128 bits or 256 bits.

2. Give up the supporting of 256 bits keys.
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